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Configuring Zowe Application Framework
e Accessing the App Server
® Accessing the Desktop
® Accessing ZSS
e Configuration file
e app-server configuration
e zss configuration
e Environment variables
e Configuring the framework as a Mediation Layer client
e Setting up terminal app plugins
e Setting up the TN3270 mainframe terminal app plugin
e Setting up the VT Terminal app plugin
e Network configuration
e HTTPS
e HTTP
e Configuration Directories
e Old defaults
e App plugin configuration
e logging configuration
¢ Enabling tracing
® Log files
® Retaining logs
e Controlling the logging location
e 7SS configuration
e 7SS 64 or 31 bit modes
e Verifying which ZSS mode is in use
e Verifying which ZSS mode plugins support
e Setting ZSS 64 bit or 31 bit mode
e Using AT-TLS in the App Framework
e C(Creating AT-TLS certificates and keyring using RACF



e Defining the AT-TLS rule
e Using multiple ZIS instances
e Controlling access to apps
e Enabling RBAC
e Controlling app access for all users
e Controlling app access for individual users
e Controlling access to dataservices
e Defining the RACF ZOWE class
e Creating authorization profiles
e C(Creating generic authorization profiles
e Configuring basic authorization
e Endpoint URL length limitations
e Multi-factor authentication configuration
e Session duration and expiration

e Configuration

e Administering the servers and plugins using an API

e Managing Cluster Mode for app-server
e To turn the cluster mode on
e To turn the cluster mode off
Configuring the Zowe APIs
Configuring the Zowe APIs
api-catalog-configuration
Advanced API Catalog features configuration
e Hide service information
e API| Catalog branding
Personal Access Token
Personal Access Token
e User APIs
e Generate a token
e \Validate a token
¢ Invalidate a specific token
® Invalidate all tokens
e Security Administrator APIs
¢ |Invalidate all tokens for a user
® Invalidate all tokens for a service
e Evict non-relevant tokens and rules
e Use the Personal Access Token to authenticate
Advanced Gateway features configuration
Advanced Gateway features configuration
e Runtime configuration
e SAF as an Authentication provider
e Enable JWT token refresh endpoint
e Enabling PassTicket support
e Gateway retry policy
e Gateway client certificate authentication

e Gateway timeouts



e CORS handling
e Encoded slashes
e Add a custom HTTP Auth header to store Zowe JWT token
e Add custom HTTP Auth headers to store user ID and PassTicket
e Connection limits
® Routed instance header
e Distributed load balancer cache
® Replace or remove the Catalog with another service
e Personal Access Token
e SAF Resource Checking
e AT-TLS
e Unique cookie name for multiple zowe instances
Discovery Service configuration parameters
Discovery Service configuration parameters
e Zowe runtime configuration parameters
e API ML configuration
API Gateway configuration parameters
API| Gateway configuration parameters
e Runtime configuration
e Environment variables
e Service configuration
e Zuul configuration
e Hystrix configuration
e AT-TLS
Configuring Zowe to use PassTickets
Configuring Zowe to use PassTickets
e Overview
e Outline for enabling PassTicket support
e Security configuration that allows the Zowe API Gateway to generate PassTickets for an APl service
e ACF2
e Top Secret
e RACF
Zowe CLI
Zowe CLI
e Fundamentals
® Quick start
e |Installing
e Configuring and updating
® Using Zowe CLI and plug-ins
e Developing a Zowe CLI plug-in
e Contributing to Zowe CLI
e Troubleshooting and support
e Community resources
Zowe CLI System requirements
Zowe CLI System requirements

e (lient-side requirements



e Host-side requirements
® Free disk space
Zowe CLI Installation checklist
Zowe CLI Installation checklist
e Addressing the prerequisites
¢ |Installing Zowe CLI
e Configuring Zowe CLI
Installing Zowe CLI
Installing Zowe CLI
e Installation guidelines
e [nstallation notes
® Prerequisites
® Prerequisite notes
e |Install Zowe CLI from npm
e Install Zowe CLI from a local package
Configuring Secure Credential Store on headless Linux operating systems
Configuring Secure Credential Store on headless Linux operating systems
e Headless Linux requirements
® Unlocking the keyring manually
¢ Unlocking the keyring automatically
e Configuring z/Linux
Configure Zowe CLI on operating systems where the Secure Credential Store is not available
Configure Zowe CLI on operating systems where the Secure Credential Store is not available
e V1 profiles
e Team configuration
Installing Zowe CLI with Node.js 16 on Windows
Installing Zowe CLI with Node.js 16 on Windows
e Additional Considerations
Install CLI from Online Registry Via Proxy
Install CLI from Online Registry Via Proxy
Updating Zowe CLI
Updating Zowe CLI
e Updating to the Zowe CLI V2 Long-term Support (v2-Its) version
e |dentify the currently installed version of Zowe CLI
e |dentify the currently installed versions of Zowe CLI plug-ins
e Update Zowe CLI from the online registry
e Update or revert Zowe CLI to a specific version
e Update Zowe CLI from a local package
Uninstalling Zowe CLI
Uninstalling Zowe CLI
Configuring Zowe CLI environment variables

Configuring Zowe CLI environment variables

Setting the CLI home directory

Setting a shared plug-in directory

Setting CLI log levels

Setting CLI daemon mode properties



e Setting other environment variables
Configuring an environment variables file
Configuring an environment variables file
e How .zowe.env.json works
e (Creating the configuration file
e Using daemon mode
Zowe Explorer
Zowe Explorer
e Fundamentals
e |Installing and configuring
e Using Zowe Explorer
e Extending Zowe Explorer
e Contributing to Zowe Explorer
® Troubleshooting and support
e Community resources
Zowe Explorer System Requirements
Zowe Explorer System Requirements
e (lient side requirements
e Operating systems
® Integrated development environments:
e Server side requirements
Visual Studio Code (VS Code) Extension for Zowe
Visual Studio Code (VS Code) Extension for Zowe
e Software Requirements
e Profile notes:
¢ |Installing Zowe Explorer
e Configuring Zowe Explorer
¢ Modifying creation settings for data sets, USS files, and jobs
* Modifying temporary file location settings
e Modifying the Secure Credentials Enabled setting
e Setting confirmation requirements for submitting jobs
e Relevant Information
Zowe Explorer profiles
Zowe Explorer profiles
e Configuring Zowe V2 profiles
e Creating team configuration files
® Managing profiles
e Sample profile configuration
e Working with Zowe V1 profiles
e Managing Zowe V1 profiles
e \Validating profiles
e Using base profiles and tokens with existing profiles
e Accessing services through APl ML using SSO
® logging in to the Authentication Service
Zowe Chat (Technical Preview)

Zowe Chat (Technical Preview)



e Deployment diagram
System requirements
System requirements
® Linux system requirements
* Nodejs
e Zowe CLI (Optional)
e 7/0S system requirements
e 7/OSMF
e Network requirements
e Ports
e Connectivity Requirements
e Chat Tool Requirements
Configuring chat platforms
Configuring chat platforms
o Mattermost
®  Microsoft Teams
e Slack
Configuring Mattermost
Configuring Mattermost
Installing Mattermost chat platform server
Installing Mattermost chat platform server
® |nstalling
e Next steps
Creating administrator account and Mattermost team
Creating administrator account and Mattermost team
Creating the bot account
Creating the bot account
e Next steps
Inviting the created bot to your Mattermost team
Inviting the created bot to your Mattermost team
e Next steps
Inviting the created bot to your Mattermost channel
Inviting the created bot to your Mattermost channel
Enabling insecure outgoing connections for mouse navigation
Enabling insecure outgoing connections for mouse navigation
Configuring Microsoft Teams
Configuring Microsoft Teams
Creating Microsoft Teams bot app with Developer Portal
Creating Microsoft Teams bot app with Developer Portal
Creating a bot for Microsoft Teams bot app
Creating a bot for Microsoft Teams bot app
Creating a bot with Microsoft Bot Framework
Creating a bot with Microsoft Bot Framework
Creating a bot with Microsoft Azure
Creating a bot with Microsoft Azure

Configuring messaging endpoint for Microsoft Teams



Configuring messaging endpoint for Microsoft Teams
Configuring messaging endpoint for the Microsoft Bot Framework bot
Configuring messaging endpoint for the Microsoft Bot Framework bot
Configuring messaging endpoint for the Microsoft Azure bot
Configuring messaging endpoint for the Microsoft Azure bot
Configuring Slack

Configuring Slack

Creating a new Slack App

Creating a new Slack App

Configuring the Slack App

Configuring the Slack App

Connecting to Slack using Socket mode

Connecting to Slack using Socket mode

Connecting to Slack using public HTTP endpoint
Connecting to Slack using public HTTP endpoint
Installing the Slack App

Installing the Slack App

Adding your bot user to your Slack channel

Adding your bot user to your Slack channel

e Mention your bot user directly

e Use the channel link

Installing Zowe Chat

Installing Zowe Chat

® Prerequisites

¢ |nstalling

Configuring Zowe Chat

Configuring Zowe Chat

e Zowe Chat server configuration

e Zowe Chat z/OSMF endpoint configuration

e Chat tool configuration

Configuring Zowe Chat with Mattermost

Configuring Zowe Chat with Mattermost

® Prerequisite

e Configuring Mattermost

Configuring Zowe Chat with Microsoft Teams
Configuring Zowe Chat with Microsoft Teams

® Prerequisite

e Configuring Microsoft Teams

Configuring Zowe Chat with Slack

Configuring Zowe Chat with Slack

® Prerequisite

e Configuring Slack

Starting and stopping Zowe Chat

Starting and stopping Zowe Chat

e Starting Zowe Chat

e Stopping Zowe Chat



Uninstalling Zowe Chat
Uninstalling Zowe Chat
Zowe IntelliJ plug-in
Zowe IntelliJ plug-in
e |Installing
Configuring Zowe IntelliJ plug-in
Configuring Zowe IntelliJ plug-in
e Creating z/OSMF connection
e Creating the connection using the plug-in feature
e (Creating the connection using Zowe Config v2
Using Zowe
Using Zowe
® Zowe server-side components
e Zowe client-side components
e Explore available plug-ins
® Incubator components
Using Zowe Desktop
Using Zowe Desktop
e Navigating the Zowe Desktop
e Accessing the Zowe Desktop
e Logging in and out of the Zowe Desktop
e Changing user password
e Updating an expired password
e Pinning applications to the task bar
e Open application in new tab
e Keyboard shortcuts
e Changing application elements size
® Personalizing the Desktop
e Changing the desktop language
e Zowe Desktop application plugins
e 3270 Terminal
e VT Terminal
e AP Catalog
e Editor
e JES Explorer
e [P Explorer
e MVS Explorer
e USS Explorer
Using the Editor
Using the Editor
e Specifying a highlighting language
e Open a dataset
e Deleting a file or folder
e Opening a directory
e Creating a new directory

e Creating a new file



e Keyboard shortcuts

Using APl Mediation Layer

Using API Mediation Layer

e API Mediation Layer Use Cases

Information roadmap for Zowe API Mediation Layer

Information roadmap for Zowe API Mediation Layer

e Fundamentals

e |nstalling

e Configuring and updating

e Using Zowe APl Mediation Layer

e Onboarding APIs

e Security

e Contributing to Zowe APl Mediation Layer

e Troubleshooting and support

e Community resources

View Service Information and APl Documentation in the API Catalog

View Service Information and APl Documentation in the API Catalog

Swagger "Try it out" functionality in the API Catalog

Swagger "Try it out" functionality in the API Catalog

e Make a request

Swagger Code Snippets functionality in the API Catalog

Swagger Code Snippets functionality in the API Catalog

e Generate the code snippets

Static APIs refresh functionality in the API Catalog

Static APIs refresh functionality in the API Catalog

Change expired password via API Catalog

Change expired password via API Catalog

Onboarding a REST API service with the YAML Wizard

Onboarding a REST API service with the YAML Wizard

® Onboarding your REST service with the Wizard

Using Metrics Service (Technical Preview)

Using Metrics Service (Technical Preview)

® AP| Mediation Layer Metrics Service Demo Video

e View HTTP Metrics in the Metrics Service Dashboard

AP| Mediation Layer routing

API Mediation Layer routing

e Terminology

e APIML Basic Routing (using Service ID and version)
¢ Implementation Details

e Basic Routing (using only the service ID)

Obtaining Information about API Services

Obtaining Information about API Services

e APl ID in the APl Mediation Layer

e Protection of Service Information

e APl Endpoints

e Obtain Information about a Specific Service



e Obtain Information about All Services
e Obtain Information about All Services with a Specific API ID
® Response Format
websocket
WebSocket support in API Gateway
e Architecture
e Security and Authentication
e Subprotocols
e High availability
e |dle Timeout
e Diagnostics
e Limitations
AP| Gateway REST APIs
AP| Gateway REST APIs
SMF records
SMF records
e Configure the main Zowe server to issue SMF records
e SMF record configurable parameters
e Configure rauditx parameters
Using Zowe CLI
Using Zowe CLI
e Supported CPU architectures, operating systems, and package/resource managers
e Operating systems
e Package/resource managers
Displaying help
Displaying help
e Top-level help
® Group, action, and object help
e Launch local web help
® Viewing web help
How command precedence works
How command precedence works
e Command precedence in action
Understanding core command groups
Understanding core command groups

e auth

e config
e daemon
® plugins
e profiles

® provisioning
® 70s-console
e 7zos-files

® 70s-jobs

® 70s-ssh

e zos-workflows



e 70s-tso
e zosmf
Issuing your first command
Issuing your first command
Team configurations
Team configurations
e Types of configuration files
e Zowe CLI profile types
e Benefits of team profiles
e Important information about team profiles
Initializing team configuration
Initializing team configuration
e C(Creating a global team configuration file
e Creating team plug-in profiles
e Connecting profiles to APl Mediation Layer
Testing connections to z/ZOSMF
Testing connections to z/OSMF
e Without a profile
e Default profile
e Specific profile
Team configuration for application developers
Team configuration for application developers
e |nitializing user configuration
e Editing team configurations
Team configuration for team leaders
Team configuration for team leaders
e Sharing team configuration files
e Profile scenarios
e Access to one or more LPARs that contain services that share the same credentials
® Access to one or more LPARs contain services that do not share the same credentials
e Access to LPARs that access services through one APl Mediation Layer
e Access to LPARs that access services through one APl Mediation Layer using certificate authentication
Sharing team configuration files
Sharing team configuration files
e Network drive
® Project repository and web server
How Zowe CLI uses configurations
How Zowe CLI uses configurations
® Learning the terminology
e How configuration files and profiles work together
e Using a profile found in multiple configuration files
e Using multiple properties found in multiple profiles
Managing credential security
Managing credential security
e Changes to secure credential storage

Storing properties automatically



Storing properties automatically
Using daemon mode
Using daemon mode
® Preparing for installation
e Enable daemon mode
® Restart daemon mode
e Disable daemon mode
Configure daemon mode on z/Linux operating systems
Configure daemon mode on z/Linux operating systems
Using V1 profiles
Using V1 profiles
e Zowe CLI v1 profile types
e Tips for using Zowe CLI v1 profiles
e Displaying profile help
e Service profiles
® Base profiles
e Tips for using base profiles
e Profile best practices
e Testing connections to z/OSMF
e Without a profile
e Default profile
e Specific profile
Integrating with APl Mediation Layer
Integrating with APl Mediation Layer
¢ How token management works
e loggingin
e logging out
® Accessing a service through API ML
e Specifying a base path with Zowe V2 profiles
e Specifying a base path with Zowe V1 profiles
e Accessing multiple services with SSO
e Accessing services through SSO and a service not through APl ML
® Accessing services through SSO and a service through API ML but not SSO
Working with certificates
Working with certificates
e Configure certificates signed by a Certificate Authority (CA)
e Extend trusted certificates on client
® Bypass certificate requirement
Using environment variables
Using environment variables
Formatting environment variables
Formatting environment variables
Setting environment variables in an automation server
Setting environment variables in an automation server
Using the prompt feature
Using the prompt feature



Writing scripts
Writing scripts
e Sample script library
e Example: Clean up Temporary Data Sets
e Example: Submit Jobs and Save Spool Output
Zowe CLI plug-ins
Zowe CLI plug-ins
Software requirements for Zowe CLI plug-ins
Software requirements for Zowe CLI plug-ins
Installing Zowe CLI plug-ins
Installing Zowe CLI plug-ins
e |nstalling plug-ins from an online registry
e |nstalling plug-ins from a local package
e \Validating plug-ins
e Updating plug-ins
e Update plug-ins from an online registry
e Update plug-ins from a local package
e Uninstall Plug-ins
IBM® CICS® Plug-in for Zowe CLI
IBM® CICS® Plug-in for Zowe CLI
® Use cases
e Commands
e Software requirements
e Installing
e Creating a user profile
e C(Creating plug-in profiles using a configuration file
e (Creating plug-in profiles using a command
IBM® Db2® Database Plug-in for Zowe CLI
IBM® Db2® Database Plug-in for Zowe CLI
® Use cases
e Commands
e Software requirements
® Installing
e |Installing from an online registry
¢ |Installing from a local package
e Downloading the ODBC driver
¢ |Installing Xcode on MacOS
e |Installing the plug-in
e Addressing the license requirement
e Server-side license
e Client-side license
e Creating a user profile
e (Creating plug-in profiles using a configuration file
e Creating plug-in profiles using a command
M1 processor installation

M1 processor installation



IBM® z/OS FTP Plug-in for Zowe CLI

IBM® z/OS FTP Plug-in for Zowe CLI

® Use cases

e Commands

e Software requirements

e |Installing

e Creating a user profile
e Creating plug-in profiles using a configuration file
e Creating plug-in profiles using a command
e |Issuing test commands

IBM® IMS™ Plug-in for Zowe CLI

IBM® |[MS™ Plug-in for Zowe CLI

® Use cases

e Commands

e Software requirements

e |nstalling

e (Creating user profiles
e (Creating plug-in profiles using a configuration file
e Creating plug-in profiles using a command

IBM® MQ Plug-in for Zowe CLI

IBM® MQ Plug-in for Zowe CLI

® Use cases

e Using IBM MQ plug-in commands

e Software requirements

¢ |nstalling

e Creating a user profile
e C(Creating plug-in profiles using a configuration file
e Creating plug-in profiles using a command

IDF Plug-in for Zowe CLI

IDF Plug-in for Zowe CLI

® Use case

e Commands

e Software requirements

Installing
e Using
e (CSV Format
e OQutput
Using Zowe Explorer
Using Zowe Explorer
e Supported operating systems, environments, and platforms
e Operating systems
® Integrated development environments:
e Usage Tips
e Data sets, USS, and jobs persistence settings
e Identify syntax errors with a syntax highlighter

e Configure the detected language of a file or data set



e Edit a profile
e Delete a profile
¢ Hide a profile
e Open recent members
e Using a specific version of Zowe Explorer
e Zowe Explorer is installed
® Preventing automatic version updates
e |Installing a specific previous version
e Zowe Explorer is not installed
e Installing a previous version of Zowe Explorer
e Credentials in Zowe Explorer
e Preventing Zowe Explorer from storing credentials
e Disabling Secure Credential Storage of credentials
e Zowe Explorer v2
e Zowe Explorer v1
Working with data sets
Working with data sets
e Viewing data sets and using multiple filters
e Viewing data sets with member filters
e Refreshing the list of data sets
e Renaming data sets
e Copying data set members
e Editing and uploading a data set member
® Preventing merge conflicts
e Creating data sets and specifying parameters
e C(Creating data sets and data set members
e Deleting a data set member and a data set
e Viewing data set, member attributes
e Viewing and accessing multiple profiles simultaneously
e Filtering partitioned data set members
e Filtering all partitioned data set members under a specific profile
e Filtering members for a single partitioned data set
e Sorting partitioned data set members
e Sorting all partitioned data set members under a specific profile
e Sorting members for a single partitioned data set
e Submiting a JCL
e Allocate like
Working with USS files
Working with USS files
e Viewing Unix System Services (USS) files
e Refreshing the list of files
e Renaming USS files
e Downloading, editing, and uploading existing USS files
e (Creating and deleting USS files and directories
e Creating a directory
e (reating a file



e Deleting a file
e Deleting a directory

Viewing and accessing multiple USS profiles simultaneously

Working with jobs

Working with jobs

® Viewing a job

Downloading spool content

Issuing MVS commands

Issuing TSO commands

Polling a spool file

e Defining a default interval for polling spool files
e Polling a spool file at set intervals

e Stopping spool file polling

e Polling a spool file manually

e Configuring the keyboard shortcut for manual polling

Zowe Explorer CICS Extension

Zowe Explorer CICS Extension

Installing
e Installing from Visual Studio Code Extensions
¢ Installing from a VSIX file

Uninstalling

Using Zowe Explorer CICS Extension

Using Zowe Explorer CICS Extension

System requirements

e (lient side requirements
e Server side requirements
Features

Creating Zowe Explorer CICS Extension profiles

Creating Zowe Explorer CICS Extension profiles

Using Zowe team configuration

e Using Zowe V1 profiles

Updating profiles

e Updating profiles using Zowe team profiles
e Updating Zowe V1 profiles

Hiding profiles

Deleting profiles

e Deleting Zowe team profiles

e Deleting Zowe V1 profiles

Using CICS resources

Using CICS resources

Showing and filtering resources in a region

Showing and filtering resources in a plex

Showing and filtering resources in an 'All' resource tree
Showing attributes

Enabling and disabling

New copy and phase in



e Opening and closing local files
Overriding untrusted TLS certificates
Overriding untrusted TLS certificates
Usage tips
Usage tips
Providing feedback and contributing
Providing feedback and contributing
e Filing an issue
e Chatting with the community
Zowe Explorer FTP Extension
Zowe Explorer FTP Extension
e |Installing
e Uninstalling
Using Zowe Explorer FTP Extension
Using Zowe Explorer FTP Extension
e System Requirements
® Using
e Creating an FTP profile with Zowe Explorer
Supported functionality
Supported functionality
e Supported data set functionalities
e Supported USS functionalities
e Supported jobs functionalities
Providing feedback and contributing
Providing feedback and contributing
e Chatting with the community
Using Zowe Chat
Using Zowe Chat
® Mouse navigation
® Interacting through commands
e Zowe Chat commands
e Zowe CLI commands
Using Zowe IntelliJ plug-in
Using Zowe IntelliJ plug-in
e Settings
e Auto-sync option
e Batch size option
e Working with Files Working Sets
e Working with z/OS PS datasets
e Working with z/OS PDS datasets
e "Allocate Like" feature
e "Submit Job" feature
e Working with USS files
e Copy/move functionality
e Cross-system copy
e Working with JES Working Sets



e TSO Command Line Interface
Working Sets Concept
Working Sets Concept
e Files Working Set
e JES Working Set
Using Zowe SDKs
Using Zowe SDKs
e SDK documentation
e Software requirements
e Nodejs
e Python
e Getting started
¢ Install SDK from online registry
e |Install SDK from local package
e Using
e Using - Node s
® Using - Python
e Contributing
Extending Zowe
Extending Zowe
e Extend Zowe CLI
e Extend Zowe API Mediation Layer
¢ Dynamic API registration
e Static API registration
e Add a plug-in to the Zowe Desktop
e Extend Zowe Explorer
e Sample extensions
e Sample Zowe APl and API Catalog extension
e Sample Zowe Desktop extension
Zowe Conformance Program
Zowe Conformance Program
e Introduction
® How to participate
e How to suggest updates to the Zowe conformance program
Packaging z/OS extensions
Packaging z/OS extensions
e Zowe server component package format
® Zowe component manifest
e Sample manifests
Server component schemas
Server component schemas
® Requirements
e Additional information
e Example
e Example manifest

e Example schema



Validation

Component package registries

Component package registries

Registry examples

Installing an extension
Upgrading an extension
Uninstalling extensions

Searching for extensions

Configuring zwe to use a registry

Using multiple registries

Setting up a registry

npm

Making your own handler

Handler code

Component Packaging Requirements

npm

Additional resources

Zowe server component runtime lifecycle

Zowe server component runtime lifecycle

Zowe runtime lifecycle

Zowe component runtime lifecycle

Validate
Configure
Start

Creating and adding Zowe extension containers

Creating and adding Zowe extension containers

1. Build and publish an extension image to a registry

2. Define Deployment or Job object

3. Start your component

Zowe Containerization Conformance Criteria

Zowe Containerization Conformance Criteria

Image

Base Image

Multi-CPU Architecture
Image Label

Tag

Files and Directories
User zowe

Multi-Stage Build

Runtime

General rules

Persistent Volume(s)

Files and Directories

ConfigMap and Secrets

ompzowe/zowe-launch-scripts Image and initContainers

Command Override



e Environment Variables
e (Cl/CD
e Build, Test and Release
Onboarding Overview
Onboarding Overview
® Prerequisites
e Service Onboarding Guides
e Recommended guides for services using Java
e Recommended guides for services using Node.js
e Guides for Static Onboarding and Direct Call Onboarding
e Documentation for legacy enablers
e Verify successful onboarding to the APl ML
e Verifying service discovery through Discovery Service
e \Verifying service discovery through the API Catalog
e Sample REST API Service
Onboarding a REST API service with the Plain Java Enabler (PJE)
Onboarding a REST API service with the Plain Java Enabler (PJE)
e Introduction
® Onboarding your REST service with APl ML
® Prerequisites
e Configuring your project
¢ Gradle build automation system
e Maven build automation system
e Configuring your service
e REST service identification
e Administrative endpoints
e APlinfo
e APl routing information
e APl Catalog information
e Authentication parameters
e APl Security
e SAF Keyring configuration
e Eureka Discovery Service
e Custom Metadata
® Registering your service with APl ML
e \Validating the discoverability of your API service by the Discovery Service
e Troubleshooting
® |Log messages during registration problems
API Mediation Layer onboarding configuration
AP| Mediation Layer onboarding configuration
¢ Introduction
e Configuring a REST service for APl ML onboarding
e Plain Java Enabler service onboarding API
e Automatic initialization of the onboarding configuration by a single method call
e Validating successful onboarding with the APl Mediation Layer
e loading YAML configuration files



e loading a single YAML configuration file
e Loading and merging two YAML configuration files
Onboarding a service with the Zowe API Mediation Layer without an onboarding enabler
Onboarding a service with the Zowe API Mediation Layer without an onboarding enabler
¢ Introduction
® Registering with the Discovery Service
e AP| Mediation Layer Service onboarding metadata
e (Catalog parameters
e Service parameters
® Routing parameters
e Authentication parameters
e APl Info parameters
e Sending a heartbeat to APl Mediation Layer Discovery Service
e Validating successful onboarding with the APl Mediation Layer
e External Resources
Onboarding a Spring Boot based REST API Service
Onboarding a Spring Boot based REST API Service

Outline of onboarding a REST service using Spring Boot

Selecting a Spring Boot Enabler
e Configuring your project
e Gradle build automation system

® Maven build automation system

Configuring your Spring Boot based service to onboard with APl ML
e Sample APl ML Onboarding Configuration

e Authentication properties

e API ML Onboarding Configuration Sample

e SAF Keyring configuration

e Custom Metadata

Registering and unregistering your service with APl ML
e Unregistering your service with APl ML

e Basic routing

Adding APl documentation

Validating the discoverability of your API service by the Discovery Service

Troubleshooting

® |Log messages during registration problems
Onboarding a Micronaut based REST API service
Onboarding a Micronaut based REST API service
e Set up your build automation system
e Configure the Micronaut application

e Add API ML configuration

e Add Micronaut configuration

e (Optional) Set up logging configuration
e Validate successful registration
Onboarding a Node.js based REST API service
Onboarding a Node.js based REST API service
e Introduction



Onboarding your Node.js service with API ML
Prerequisites

Installing the npm dependency

Configuring your service

Registering your service with APl ML

Validating the discoverability of your API service by the Discovery Service

Onboard a REST API without code changes required

Onboard a REST APl without code changes required

Identify the APIs that you want to expose

Define your service and APl in YAML format

Route your API

Customize configuration parameters

Add and validate the definition in the APl Mediation Layer running on your machine

Add a definition in the API Mediation Layer in the Zowe runtime

(Optional) Check the log of the APl Mediation Layer

(Optional) Reload the services definition after the update when the APl Mediation Layer is already started

Zowe APl Mediation Layer Single-Sign-On Overview

Zowe APl Mediation Layer Single-Sign-On Overview

e Zowe API ML client
e APl service accessed via Zowe APl ML
e Existing services that cannot be modified

Further resources

Create an Extension for APl ML

Create an Extension for APl ML

Call the REST endpoint for validation

API Mediation Layer Message Service Component

API Mediation Layer Message Service Component

Message Definition
Creating a message
Mapping a message
e API ML Logger

Custom Metadata

Custom Metadata

API Versioning

API Versioning

Introduction

e Versioning

e REST

Data Model

e Service and instance

API Versioning

Implement a new SAF IDT provider

Implement a new SAF IDT provider

How to create a SAF IDT provider
How to integrate your extension with APl ML
How to use the SAF IDT provider



e How to use an existing SAF IDT provider
Zowe API Mediation Layer Security Overview
Zowe APl Mediation Layer Security Overview
e How API ML transport security works
® Transport layer security
e Authentication
e Zowe API ML services
e Zowe APl ML TLS requirements
e Setting ciphers for API ML services
e JSON Web Token (JWT)
e 7/OSMF JSON Web Tokens Support
Authentication for APl ML services
Authentication for APl ML services
e Services of APl Mediation Layer
e Authentication endpoints
e Supported authentication methods
e Authentication with Username/Password
e Authentication with Client certificate
e Authentication with JWT Token
e Authentication with Personal Access Token
e Authentication parameters
e Authentication providers
e 7/OSMF Authentication Provider
e SAF Authentication Provider
e Dummy Authentication Provider
e Authorization
e Discovery Service authentication
e Authentication with PassTickets
e API Services that register dynamically with APl ML that provide authentication information
® APl Services that register dynamically with APl ML but do not provide metadata
e APl services that are defined using a static YAML definition
e Adding YAML configuration to API services that register dynamically with APl ML
ZAAS Client
ZAAS Client
® Pre-requisites
e APl Documentation
e Obtain a JWT token (login)
e Validate and get details from the token (query)
¢ [nvalidate a JWT token (logout)
e Obtain a PassTicket (passTicket)
e Getting Started (Step by Step Instructions)
Certificate management in Zowe APl Mediation Layer
Certificate management in Zowe API Mediation Layer
® Running on localhost
e How to start API ML on localhost with full HTTPS

e (Certificate management guide



e Generate a certificate for a new service on localhost
® Add a service with an existing certificate to API ML on localhost
e Service registration to Discovery Service on localhost

e Zowe runtime on z/OS
e Import the local CA certificate to your browser
e Generate a keystore and truststore for a new service on z/OS
e Add a service with an existing certificate to APl ML on z/OS

e Procedure if the service is not trusted

e API ML truststore and keystore

e API ML SAF Keyring

Zowe APl Mediation Layer OIDC Authentication

Zowe APl Mediation Layer OIDC Authentication

e Usage

e Authentication Flow

® Prerequisites

e OIDC provider

e ESM configuration

API ML OIDC configuration

Troubleshooting

e API ML fails to validate the OIDC access token due to missing clientID and/or clientSecret
e AP| ML fails to validate the OIDC access token with the Distributed Identity Provider
e The access token validation fails with HTTP error
Using the Caching Service
Using the Caching Service
e Architecture
e Storage methods
e VSAM
® Redis
¢ Infinispan

* InMemory

How to start the Service
Methods to use the Caching Service API

e Configuration properties

Authentication
e Direct calls
e Routed calls through API Gateway
Using VSAM as a storage solution through the Caching service
Using VSAM as a storage solution through the Caching service
e Understanding VSAM

e VSAM configuration

e VSAM performance
Using Redis as a storage solution through the Caching service
Using Redis as a storage solution through the Caching service
e Understanding Redis
e Redis replica instances
e Redis Sentinel



e Redis SSL/TLS
e Redis and Lettuce
e Redis configuration
Overview
Overview
® How Zowe Application Framework works
e Tutorials
e Samples
e Sample Iframe App
e Sample Angular App
e Sample React App
e User Browser Workshop Starter App
Plug-ins definition and structure
Plug-ins definition and structure
e pluginDefinition.json
e Application Plugin filesystem structure
e Root files and directories
e Dev and source content
e nodeServer
e webClient
® Runtime content
e lib
e web
e Packaging applications as compressed files
e Default user configuration
* App-to-App Communication
e Documentation
e |ocation of Plugin files
e pluginsDir directory
e Application Dataservices
e Application Configuration Data
Building plugin apps
Building plugin apps
e Building web content
e Building app server content
e Building zss server content
e Tagging plugin files on z/OS
e Building Javascript content (* js files)
¢ |Installing
e Packaging
Installing Plugins
Installing Plugins
e By filesystem
e Adding/Installing
® Removing

e Upgrading



¢ Modifying without server restart (Exercise to the reader)
e By REST AP|
¢ Plugin management during development
e Installing
® Removing
Embedding plugins
Embedding plugins
® How to interact with embedded plugin
e How to destroy embedded plugin
e How to style a container for the embedded plugin
® Applications that use embedding
Dataservices
Dataservices
e Defining dataservices
e Schema
e Defining Java dataservices
® Prerequisites
e Defining Java dataservices
e Defining Java Application Server libraries
® Java dataservice logging
® Java dataservice limitations
e Using dataservices with RBAC
e Dataservice APIs
e Router-based dataservices
e HTTP/REST Router dataservices
e WebSocket Router dataservices
e Router dataservice context
® Router storage API
e 7SS based dataservices
e HTTP/REST ZSS dataservices
e 7SS dataservice context and structs
e 7SS storage API
e Documenting dataservices
Authentication API
Authentication API
e Handlers
e Handler installation
e Handler configuration
e Handler context
e Handler capabilities
e Examples
e High availability (HA)
e REST API
e Check status
e Authenticate

e User not authenticated or not authorized



¢ Not authenticated

¢ Not authorized

e Refresh status

e Logout

e Password changes
Internationalizing applications
Internationalizing applications
® Internationalizing Angular applications
¢ Internationalizing React applications
e Internationalizing application desktop titles
Zowe Desktop and window management
Zowe Desktop and window management
e Loading and presenting application plug-ins
® Plug-in management
e Application management
e Windows and Viewports
e Viewport Manager
® |njection Manager

e Plug-in definition

e logger

¢ launch Metadata

® Viewport Events

e Window Events

e Window Actions
® Framework AP| examples
Configuration Dataservice
Configuration Dataservice
e Resource Scope
e REST API

e REST query parameters

e REST HTTP methods

o GET
o PUT
e DELETE

e Administrative access and group
e Application API
e Internal and bootstrapping
e Packaging Defaults
e Plug-in definition
e Aggregation policies
e Examples
URI Broker
URI Broker
® Accessing the URI Broker
e Natively:
¢ Inan iframe:



Functions
e Accessing an application plug-in's dataservices
e HTTP Dataservice URI
e Websocket Dataservice URI
e Accessing application plug-in's configuration resources
e Standard configuration access
e Scoped configuration access
® Accessing static content
e Accessing the application plug-in's root
e Server queries

e Accessing a list of plug-ins

Application-to-application communication

Application-to-application communication

Why use application-to-application communication?
Actions
e Action target modes
e Action types
e Loading actions
®  App2App via URL
e Samples
e Dynamically
e Saved on system
Recognizers
e Recognition clauses
¢ loading Recognizers at runtime
e Dynamically
e Saved on system
® Recognizer example
Dispatcher
Registry

Pulling it all together in an example

Configuring IFrame communication

Configuring IFrame communication

Error reporting Ul

Error reporting Ul

ZluxPopupManagerService
ZluxErrorSeverity
ErrorReportStruct
Implementation

e Declaration

e Usage

e HTML

Logging utility

Logging utility

Logging objects
Logger IDs



e Accessing logger objects

Logger

® App Server

e Web
Component logger

® App Server

Logger API

e Component Logger API

Log Levels

e Logging verbosity

Using Conda to make and manage packages of Application Framework Plugins

Using Conda to make and manage packages of Application Framework Plugins

Configuring logging verbosity
e Server startup logging configuration

Using log message IDs

Message ID logging examples

Initial Conda setup

e Managing Conda channels

Searching for packages

Using Conda with Zowe

Setting environment variables temporarily:
Setting environment variables persistently
Installing a Zowe plugin

Zowe plugin configuration

Zowe package structure

Building Conda packages for Zowe

Defining package properties
Creating build step

Lifecycle scripts

® |nstall automation

e Uninstall automation

Adding configuration to Conda packages

Developing for Zowe CLI

Developing for Zowe CLI

e How to contribute

® Getting started

Contribution guidelines

Tutorials

Plug-in development overview

Imperative CLI Framework documentation

Authentication mechanisms

Setting up your development environment

Setting up your development environment

® Prerequisites

e Initial setup

® Branches



e Clone zowe-cli-sample-plugin and build from source
e (Optional) Run the automated tests

Next steps

Creating plug-in lifecycle actions

Creating plug-in lifecycle actions

Implenting lifeycyle actions

Installing the sample plug-in

Installing the sample plug-in

Overview

Installing the sample plug-in to Zowe CLI
Viewing the installed plug-in

Using the installed plug-in

Testing the installed plug-in

Next steps

Extending a plug-in

Extending a plug-in

Overview
e C(Creating a Typescript interface for the Typicode response data
e (Creating a programmatic API
e Exporting interface and programmatic API for other Node.js applications
e Checkpoint one
e Creating a command definition
e Defining command to list group
e (Creating a command handler
e Checkpoint two
Using the installed plug-in
Summary
Next steps

Developing a new Zowe CLI plug-in

Developing a new Zowe CLI plug-in

Overview

Setting up the new sample plug-in project
Updating package.json

Adjusting Imperative CLI Framework configuration
Adding third-party packages

Creating a Node,js client-side API

Building your plug-in source

Creating a Zowe CLI command

Trying your command

Bringing together new tools!

Next steps

Implementing profiles in a plug-in

Implementing profiles in a plug-in

Extending Zowe Explorer

Extending Zowe Explorer

Developing for Zowe SDKs



Developing for Zowe SDKs
Troubleshooting Zowe
Troubleshooting Zowe
e How to start troubleshooting
e Known problems and solutions
® Troubleshooting Zowe server-side components
¢ Troubleshooting Zowe client-side components
e \Verifying a Zowe release's integrity
e Understanding the Zowe release
Understanding Zowe release versions
Understanding Zowe release versions
e Zowe releases
® Major release
® Minor release
e Patch
Checking your Zowe version release number
Checking your Zowe version release number
e Server side
e Using other commands
e Using the manifest file
e Client side
e Zowe CLI
e Zowe CLl plug-ins
e Zowe Explorer for Visual Studio Code
e Zowe Explorer for Visual Studio Code Extensions
e Zowe IntelliJ Plug-in
Gathering Information for Support or Troubleshooting
Gathering Information for Support or Troubleshooting
e Describe your environment
e Tips on gathering this information
e 7/0OS release level
e Zowe version
® Describe your issue
e Provide the logs
e Enabling debugging and tracing
e Screenshots
Verify Zowe runtime directory
Verify Zowe runtime directory
Troubleshooting Kubernetes environments
Troubleshooting Kubernetes environments
e |SSUE: Deployment and ReplicaSet failed to create pod
e |SSUE: Failed to create services
Diagnosing Return Codes
Diagnosing Return Codes
Troubleshooting the certificate configuration

Troubleshooting the certificate configuration



e PKCS 12 server keystore generation fails in Java 8 SR7FP15, SR7 FP16, and SR7 FP20
e Troubleshooting Zowe APl Mediation Layer
® Troubleshooting Zowe APl Mediation Layer
e Install API ML without Certificate Setup
e Enable APl ML Debug Mode
e Change the Log Level of Individual Code Components
e Debug and Fix Common Problems with SSL/TLS Setup
e Known Issues
e APl ML stops accepting connections after z/OS TCP/IP stack is recycled
e SEC0002 error when logging in to API Catalog
e Connection refused
e Configure z/OSMF
® Missing zZOSMF host name in subject alternative names
e Secure fix
e Insecure fix
e Invalid zZOSMF host name in subject alternative names
e Request a new certificate
® Re-create the Zowe keystore
e API ML throws I/O error on GET request and cannot connect to other services
e Certificate error when using both an external certificate and Single Sign-On to deploy Zowe
e Browser unable to connect due to a CIPHER error
¢ APl Components unable to handshake
e Java z/OS components of Zowe unable to read certificates from keyring
e Java z/OS components of Zowe cannot load the certificate private key pair from the keyring
® Exception thrown when reading SAF keyring {ZWEDO148E}
e ZWEAMA4O0O0E Error initializing SSL Context when using Java 11
e Failed to load JCERACFKS keyring when using Java 11
® Error Message Codes
e Error Message Codes
e API mediation utility messages
e ZWEAMOOOI
e APl mediation common messages
e ZWEAO102E
e ZWEAO104W
e ZWEAO105W
e Z7WEAO106W
e ZWEAO401E
e Common service core messages
e Z7WEAM100E
e ZWEAM101E
e ZWEAM102E
e ZWEAM103E
e ZWEAM104E
e ZWEAG140E
e 7WEAG141E
e ZWEAM400E



e ZWEAM500W
e ZWEAM501W
e ZWEAMS502E
e ZWEAMS503E
o ZWEAMS504E
e ZWEAMS505E
e ZWEAMS506E
e ZWEAMSO07E
e ZWEAMS508E
e ZWEAMS509E
e ZWEAMS510E
e ZWEAMS1T1E
e ZWEAMG600W
e ZWEAM700E
e ZWEAM701E
Security common messages
e ZWEAT100E

e ZWEAT103E

e ZWEAT403E

e ZWEAT409E

e ZWEAT410E

e ZWEAT411E

e Z7WEAT412E

e ZWEAT413E

e ZWEAT414E

e ZWEAT415E

e ZWEAT416E

e ZWEAT500E

e ZWEAT501E

e ZWEAT502E

e ZWEAT503E

e ZWEAT504E

e ZWEAT505E

e ZWEAT601E

e ZWEAT602E

e ZWEAT603E

e ZWEAT604E

e ZWEAT605E

e ZWEAT606E

e ZWEAT607E

e ZWEAT608E

e ZWEAT609W
Security client messages
e ZWEAS100E

e ZWEAS1T01E

e ZWEAS103E



e ZWEAS104E
e ZWEAS105E
e ZWEAS120E
e ZWEAS121E
e ZWEAS123E
e ZWEAS130E
e ZWEAS131E
ZAAS client messages
e ZWEAS100E
e ZWEAS120E
e ZWEAS121E
e ZWEAS122E
e ZWEAS170E
e ZWEAS400E
e ZWEAS401E
e ZWEAS404E
e ZWEAS417E
e ZWEAS130E
e ZWEAS500E
e ZWEASS501E
e ZWEAS502E
e ZWEASS503E
Discovery service messages
e ZWEAD40OE
e ZWEAD401E
e ZWEAD700W
e ZWEAD701E
e ZWEAD702W
e ZWEAD703E
e ZWEAD704E
Gateway service messages
e ZWEAG500E
e ZWEAG700E
e ZWEAG701E
e ZWEAG702E
e ZWEAGT704E
e ZWEAG705E
e ZWEAG706E
e ZWEAG707E
e ZWEAG708E
e ZWEAG709E
e ZWEAG710E
e ZWEAG711E
e ZWEAG712E
e ZWEAG713E
e ZWEAG714E



e ZWEAG715E
e ZWEAG716E
e ZWEAG717E
e ZWEAG718E
e ZWEAG719I
e ZWEAG100E
e ZWEAG101E
e ZWEAG102E
e ZWEAG103E
e ZWEAG104E
e ZWEAG105E
e ZWEAG106W
e ZWEAG107W
e ZWEAG108E
e ZWEAG109E
e ZWEAG110E
e ZWEAG120E
e ZWEAG121E
e ZWEAS123E
e ZWEAG130E
e ZWEAG131E
e ZWEAG150E
e ZWEAG151E
e ZWEAG160E
e ZWEAG161E
e ZWEAG162E
e ZWEAG163E
e ZWEAG164E
e ZWEAG165E
e ZWEAG166E
e ZWEAG167E
e ZWEAG168E
e ZWEAT607E
e ZWEAG180E
e ZWEAG181W
e Z7WEAG182E
e ZWEAG183E
e ZWEAG184E
e Z7WEAG185W
e ZWEAG186E
e ZWEAG187W
e Z7WEAG188W
API Catalog messages
e ZWEACT00W
e ZWEACITO01E
e ZWEACT02E



e ZWEACT03E
e ZWEACT04E
e ZWEAC700E
e ZWEAC701W
e ZWEAC702E
e ZWEAC703E
e ZWEAC704E
e ZWEAC705W
e ZWEAC706E
e ZWEAC707E
e ZWEAC708E
e ZWEAC709E
Troubleshooting Zowe Application Framework
Troubleshooting Zowe Application Framework
e Desktop apps fail to load
e NODEJSAPP disables immediately
e (Cannot log in to the Zowe Desktop
e 7SS server unable to communicate with ZIS
e Application Framework unable to communicate with zssServer
¢ Slow performance of the VT terminal on SSH
e Application Framework unable to communicate with APl Mediation Layer
e Server startup problem ret=1115
e Server error EACCESS on z/os
e Application plug-in not in Zowe Desktop
e Error: You must specify MVD_DESKTOP_DIR in your environment
e Error: Exception thrown when reading SAF keyring {ZWEDO148E}
e Warning: Problem making eureka request { Error: connect ECONNREFUSED }
e Warning: Zowe extensions access to ZSS security endpoints fail
Gathering information to troubleshoot Zowe Application Framework
Gathering information to troubleshoot Zowe Application Framework
e Basic information
e Javascript console output
Raising a Zowe Application Framework issue on GitHub
Raising a Zowe Application Framework issue on GitHub
app-server Return Codes
app-server Return Codes
App-server Error Message Codes
App-server Error Message Codes
e App-server informational messages
e ZWEDO0020I
e ZWEDO0021I
e ZWEDO0022|
e ZWEDO0023I
e ZWEDO0024I
e ZWEDO0025I
e ZWEDO0026I



ZWEDO0027I
ZWEDO0028lI
ZWEDO0029I
ZWEDO0031I
ZWEDO0033lI
ZWEDOQO36l
ZWEDO0037I
ZWEDO0038I
ZWEDOQO039I
ZWEDO0040!I
ZWEDOQ0411
ZWEDOQ042|
ZWEDOQ043lI
ZWEDO0044|
ZWEDOQ045I
ZWEDO0046!
ZWEDOQ047I
ZWEDO0048I
ZWEDO0049I
ZWEDOQO50I
ZWEDO0O052!
ZWEDOO53I
ZWEDO0O054|
ZWEDOQO55I
ZWEDOO56I
ZWEDOO59I
ZWEDO0062!
ZWEDO0064!
ZWEDO0066I
ZWEDO0067I
ZWEDO070I
ZWEDO0O072I
ZWEDO0086!I
ZWEDOQO087I
ZWEDO0090!I
ZWEDO091I
ZWEDO0092|
ZWEDO0093I
ZWEDO0094|
ZWEDO0095I
ZWEDO0096I
ZWEDO109I
ZWEDO110I
ZWEDO111I
ZWEDO112|
ZWEDO114l



ZWEDO115I
ZWEDO116l
ZWEDO117I
ZWEDO118I
ZWEDO119I
ZWEDO0120I
ZWEDO124l
ZWEDO125I
ZWEDO129I
ZWEDO0130l
ZWEDO154|
ZWEDO158I
ZWEDO159E
ZWEDO160lI
ZWEDO0205I
ZWEDOQ211l
ZWEDO0212|
ZWEDO0213I
ZWEDO0214l
ZWEDO0287I
ZWEDO0290!I
ZWEDO0292|
ZWEDO0294|
ZWEDO0295I
ZWEDO0299I
ZWEDO0300I
ZWEDO0301!
ZWEDO0302|
ZWEDO0004W
ZWEDOOO6W
ZWEDOOO7W
ZWEDOO08W
ZWEDOO13W
ZWEDO0014W
ZWEDOO15W
ZWEDOO16W
ZWEDOO17W
ZWEDOO18W
ZWEDOO19W
ZWED0020W
ZWEDO002TW
ZWEDO0027W
ZWED0028W
ZWED0029W
ZWEDOO30W
ZWEDO0032W



ZWEDO033W
ZWEDO0034W
ZWEDOO35W
ZWEDO0O36W
ZWEDOO37W
ZWEDO0038W
ZWEDOO39W
ZWEDO00O40W
ZWEDO0041W
ZWEDO0042W
ZWEDO0043W
ZWEDO0044W
ZWEDO0045W
ZWEDOQO046W
ZWEDO0048W
ZWEDO0049W"
ZWEDOO51W
ZWEDO00O52W
ZWEDOO53W
ZWEDO0054W
ZWEDOO55W
ZWEDOO56W
ZWEDOO57W
ZWEDO058W
ZWEDOO59W
ZWEDO060W
ZWEDOQO061W
ZWEDO0062W
ZWEDO0063W
ZWED0064W
ZWEDO065W
ZWEDO0066W
ZWEDO0068W
ZWEDO06SW
ZWEDOO70W
ZWEDOO71W
ZWEDO072W
ZWEDOO073W
ZWEDO0074W
ZWEDOO75W
ZWEDOO76W
ZWEDOO77W
ZWEDOO78W
ZWEDOO79W
ZWEDOO8OW
ZWEDOQ081W



ZWEDO0082W
ZWEDO0083W
ZWEDO0084W
ZWEDO0085
ZWEDO0086W
ZWEDO0087W
ZWEDO146W
ZWEDO148W
ZWEDO149W
ZWEDO150W
ZWEDO151W
ZWEDO152W
ZWEDO153W
ZWEDO154W
ZWEDO155W
ZWEDO156W
ZWEDO157W
ZWEDO158W
ZWEDO159W
ZWEDO166W
ZWEDO167W
ZWEDO168W
ZWEDO169W
ZWEDO170W
ZWEDO171W
ZWEDO172W
ZWEDO173W
ZWEDO174W
ZWEDO175W
ZWEDO177W
ZWEDO178W
ZWEDO179W
ZWEDOOO1E
ZWEDOOO2E
ZWEDOOO3E
ZWEDOOO4E
ZWEDOOOSE
ZWEDOOO6E
ZWEDOOO7E
ZWEDOOOSE
ZWEDOOOSE
ZWEDOO10E
ZWEDOO11E
ZWEDOO12E
ZWEDOO13E
ZWEDOQO14E



ZWEDOO15E
ZWEDOQO16E
ZWEDOO17E
ZWEDOO18E
ZWEDOO19E
ZWEDOO020E
ZWEDOO21E
ZWEDO0022E
ZWEDO0O023E
ZWEDOQ024E
ZWEDOO025E
ZWEDOO26E
ZWEDOQO027E
ZWEDOO028E
ZWEDOO38E
ZWEDOO39E
ZWEDOO40E
ZWEDOO41E
ZWEDOO42E
ZWEDOO43E
ZWEDOQO44E
ZWEDOO45E
ZWEDOO46E
ZWEDOQO47E
ZWEDOO49E
ZWEDOO50E
ZWEDOQOS51E
ZWEDOO52E
ZWEDOO53E
ZWEDOT11E
ZWEDO112E
ZWEDO113E
ZWEDO114E
ZWEDO115E
ZWEDO145E
ZWEDO146E
ZWEDO147E
ZWEDO148E
ZWEDO149E
ZWEDO150E
ZWEDO151E
ZWEDO152E
ZWEDO153E
ZWEDO154E
ZWEDO155E
ZWEDO156E



e ZWEDO157E
e ZWEDO158E
e 7SS Error Message Codes
e 7SS Error Message Codes
e 7SS informational messages
e ZWESO0013I
e ZWES0014l
e ZWESO0035I
e ZWESO0039I
e ZWESO0061I
e ZWESO0063I
e ZWES0064l
e ZWES1100I
e ZWES1101I
e ZWES1102I
e ZWES1600I
e ZWES1601I
® 7SS error messages
e ZWES1006E
e ZWES1034E
e ZWES1036E
e ZWES1037E
e ZWES1065E
e 7SS warning messages
e ZWES1000W
e ZWES1005W
e ZWES1012W
e ZWES1060W
e ZWES1103W
e ZWES120TW
e ZWES1103W
e ZWES1602W
e ZWES1603W
e ZWES1604W
e ZWES1605W
e ZWES1606W
e ZIS message codes
® ZIS message codes
e 7IS cross-memory server messages
e ZWESO001I
e ZWES0002I
e ZWESO0003I
e ZWES0004|
e ZWESOOOS5E
e ZWESOOO6E
e ZWESO007E



e ZWESOOO8E
e ZWESO009E
e ZWESOO10E
e ZWESOO11E
e ZWES0012

e ZWESO013E
e ZWESO014E
e ZWESO015E
e ZWES0016

e ZWESO0017W
e ZWESO018W
e ZWESO019W
e ZWES0020E
e ZWESO021E
e ZWESO0098I
e ZWESO0099I
ZIS Auxiliary Server messages
e ZWES0050

e ZWESO0051I
e ZWES0052

e ZWESO053E
e ZWESO054E
e ZWESO055E
e ZWESO056E
e ZWESOO057E
e ZWESOO058E
e ZWESO059E
e ZWESO060E
e ZWESO061E
e ZWESO0062E
e ZWESO063E
e ZWES0064W
e ZWES0065W
e ZWESOO66E
e ZWESO067E
e ZWESO0068W
e ZWESO069W
e ZWESO0070I
e ZWESO071I
e ZWES0072I
e ZWESO0073l
e ZWES0074W
e ZWESO075W
e ZWESO0076W
e ZWESO077W
e ZWESO0078I



e ZWES0079
e ZWES0080
e ZWESOO081E
e ZWES0082W
Core cross-memory server messages
e ZWES0100
e ZWESO101I
e ZWESO102E
e ZWESO0103I
e ZWESO0104I
e ZWES0105
e ZWESO106E
e ZWESO0107
e ZWESO108W
e ZWESO109
e ZWESO110E
e ZWESO111l
e ZWESO112E
e ZWESO113
e ZWESO114l
e ZWESO115E
e ZWESO116E
e ZWESO117E
e ZWESO118E
e ZWES0200
e ZWESO0201E
e Z7WES0202E
e ZWESO0203E
e ZWESO0204E
e ZWESO0205E
e ZWESO0206E
e ZWESO0207E
e Z7WESO0208E
e ZWES0209E
e ZWES0210W
e ZWESO211E
e ZWESO0212E
e ZWESO213E
e ZWESO0214E
e ZWESO215E
e ZWESO216E
e ZWESO217E
e ZWESO0218E
e ZWESO219E
e 7ZWES0220
e ZWES0221I



e ZWES0222

e ZWES0223|
e ZWES0224W
e ZWES0225W
e ZWES0226W
e ZWES0227W
e ZWES0228W
e ZWES0229W
e ZWES0230W
e ZWES0231E
e ZWES0232E
e Z7WESO0233E
e Z7WES0234E
e ZWESO0235E
e ZWESO0236E
e ZWES0237E
e ZWESO0238E
e ZWES0239E
e ZWES0240W
e ZWESO241E
e ZWES0242W
e ZWES0243W
e ZWESO0244E
e ZWESO0245E
e ZWESO0246E
e ZWES0247W
e ZWES0248W
e ZWESO0249E
e ZWES0250E
e ZWES0251I
e ZWES0252

e ZWESO0253I
e ZWES0254W
e ZWESO0255E
e Z7WES0256

e ZWES0257W
ZIS Dynamic Linkage Base plug-in messages
e ZWESO700I
e ZWESO0701I
e ZWES0702E
e ZWESO703E
e ZWESO0704I
e ZWESOQ705I
e ZWESO706E
e ZWESO0707I
e ZWESO0708I



e ZWESO710I
e ZWES0711I
e ZWESO712W
e ZWESO713W
e ZWESO714E
Troubleshooting Zowe Launcher
Troubleshooting Zowe Launcher
e Enable Zowe Launcher Debug Mode
Error Message Codes
Error Message Codes
e Zowe Launcher informational messages
e ZWELOOO1I
e ZWEL0002I
e ZWELOO0O3I
e ZWELOO0O4!
e ZWEL00OSI
e Zowe Launcher error messages
e ZWELOO30E
e ZWELOO38E
e ZWELOO40E
e ZWELOO47E
Troubleshooting Zowe CLI
Troubleshooting Zowe CLI
e When there is a problem
e Applicable environments
e Reaching out for support
® Resolving the problem
Gathering information to troubleshoot Zowe CLI
Gathering information to troubleshoot Zowe CLI
® Generating a working environment report
e Finding configuration file properties and locations
e Finding configuration file locations
® Finding property values used by a Zowe command
Using individual commands for Zowe CLI troubleshooting
Using individual commands for Zowe CLI troubleshooting

e |dentify the currently installed CLI version

Identify the currently installed versions of plug-ins
e Environment variables
® Log levels
e CLI daemon mode
e Home directory
e Home directory structure
e Location of logs

e Profile configuration

Node.js and npm
® npm configuration



* npm log files
e Using cURL to troubleshoot Zowe CLI
e Using cURL to troubleshoot Zowe CLI
e Installing cURL
e Understanding cURL commands
e -—-|ocation
® --request <APl method>
"https://<host>:<port>/<API>"
e --header "X-CSRF-ZOSMF-HEADER;"
® --insecure
e --user "<ID>:<PASSWORD>"
e Comparing commands
e 7z/OSMF Info API
e Submitting the cURL command:

e Submitting the Zowe CLI command:
e 7z/OSMF Files API
e Submitting the cURL command:
e Submitting the Zowe CLI command:
e 7z/OSMF Jobs API
e Submitting the cURL command:
e Submitting the Zowe CLI command:
e 7/OSMF troubleshooting
e 7/OSMF troubleshooting
e Alternative methods
® Troubleshooting Zowe CLI credentials
¢ Troubleshooting Zowe CLI credentials
e Secure credentials
e Authentication mechanisms
e Known Zowe CLI issues
e Known Zowe CLI issues
e Zowe commands fail with secure credential errors
e Chain commands fail in a batch script
e Command not found message displays when issuing npm install commands
e EACCESS error when issing npm install command
e |nstallation fails on Oracle Linux 6
e Node.js commands do not respond as expected
e npm install -g command fails due to an EPERM error
e npm install -g command fails due to npm ERR! Cannot read property 'pause’ of undefined error
® Paths converting in Git Bash
e Sudo syntax required to complete some installations
® Raising a CLl issue on GitHub
e Raising a CLI issue on GitHub
e Raising a bug report
® Raising an enhancement report
e Troubleshooting Zowe CLI plug-ins
e Troubleshooting Zowe CLI plug-ins



e When there is a problem

e Error codes

e Reaching out for support
Troubleshooting Zowe Explorer
Troubleshooting Zowe Explorer
e Before reaching out for support
® Resolving invalid profiles
e Missing write access to VS Code extensions folder
Known Zowe Explorer issues
Known Zowe Explorer issues
e Bidirectional languages
e Data Set Creation Error
e Opening Binary Files Error
e Theia Mainframe Connection Error
Known Zowe Explorer limitations
Known Zowe Explorer limitations

® Mismatched credentials when using Zowe Explorer and Zowe CLI

e Limitation
e  Workaround

Raising a Zowe Explorer issue on GitHub
Raising a Zowe Explorer issue on GitHub
® Raising a bug report
e Submitting a feature request
Troubleshooting Zowe Chat
Troubleshooting Zowe Chat
e Check the chatServer.log
® Raising a Zowe Chat issue on GitHub
e (Contacting support via Slack
Troubleshooting Zowe IntelliJ plug-in
Troubleshooting Zowe IntelliJ plug-in
Contributing to Zowe
Contributing to Zowe
® Report bugs and enhancements
e Fix issues
e Send a Pull Request
® Report security issues
e Contribution guidelines
® Promote Zowe
e Helpful resources
Code categories
Code categories
e Programming languages
e Component-specific guidelines and tutorials
General code style guidelines
General code style guidelines
e Whitespaces



e Naming Conventions
e Functions and methods
e \Variables
Pull requests guidelines
Pull requests guidelines
Documentation Guidelines
Documentation Guidelines

Contributing to external documentation
Component Categories

e Server Core

e Server Security

® Microservices

e Zowe Desktop Applications

e \Web Framework

e CLI Plugins

e Core CLI Imperative CLI Framework
Programming Languages

e Typescript

® Java

e C

Ul Guidelines
Ul Guidelines

Introduction
Clear
Consistent

Smart

Colors

Colors

Color palette

e Light theme

e Dark theme

Color contrast | WCAG AA standards

Typography
Typography

Typeface

Font weight
Body copy
Line scale
Line-height
Embed font
Import font
Specify in CSS

Grid
Grid

12 column grid
Gutters



Columns

Margins

Iconography

Iconography

Application icon

Application icon

General rules

Shape, size, and composition

Colors and shades

e Verify the contrast

e Use the Zowe palette

e layer Shadows

e Use the long shadow for consistency.

Contributing to Zowe Documentation

Contributing to Zowe Documentation
Before You Get Started
Getting started checklist

The Zowe documentation repository

Sending a GitHub Pull Request

Opening an issue for Zowe documentation

Documentation style guide

e Headings and titles

Use sentence-style capitalization for headings
For tasks and procedures, use gerunds for headings
For conceptual and reference information, use noun phrases for headings

Use headline-style capitalization for only these items

e Technical elements

Variables

Message text and prompts to the user

Code and code examples

Command names, and names of macros, programs, and utilities that you can type as commands
Interface controls

Directory names

File names, file extensions, and script names

Search or query terms

Citations that are not links

e Tone

Use simple present tense rather than future or past tense, as much as possible
Use simple past tense if past tense is needed

Use active voice as much as possible

Using second person such as "you" instead of first person such as "we" and "our"
End sentences with prepositions selectively

Avoid anthropomorphism

Avoid complex sentences that overuse punctuation such as commas and semicolons.

e Release notes

e \Word usage and punctuation



e Note headings such as Note, Important, and Tip should be formatted using the lower case and bold format
e Use of "following"
e Use a consistent style for referring to version numbers
e Avoid "may"
e Use "issue" when you want to say "run"/"enter" a command
e Use of slashes
® Punctuation in lists
® Punctuation in numbered lists
e Abbreviations
e Do not use an abbreviation as a noun unless the sentence makes sense when you substitute the spelled-out form of
the term
e Do not use abbreviations as verbs
e Do not use Latin abbreviations
e Spell out the full name and its abbreviation when the word appears for the first time. Use abbreviations in the texts that
follow
e Structure and format

e Word usage

Zowe CLI command reference guide

Zowe CLI command reference guide

Zowe API reference

Zowe API reference

ZWE Server Command Reference

ZWE Server Command Reference

Using the zwe command

Accessing zwe help

zwe

zwe

Sub-commands
Description
Examples
Parameters

Errors

zwe certificate keyring-jcl clean

zwe certificate keyring-jcl clean

Description

e Inherited from parent command
Examples

Parameters

¢ Inherited from parent command
Errors

e Inherited from parent command

zwe certificate keyring-jcl connect

zwe certificate keyring-jcl connect

Description
e Inherited from parent command

Examples



® Parameters

® Inherited from parent command
e Errors

® Inherited from parent command
zwe certificate keyring-jcl generate
zwe certificate keyring-jcl generate
e Description

e Inherited from parent command
e Examples
® Parameters

® Inherited from parent command
e Errors

® Inherited from parent command
zwe certificate keyring-jcl import-ds
zwe certificate keyring-jcl import-ds
e Description

® Inherited from parent command
e Examples
e Parameters

¢ Inherited from parent command
e Errors

® Inherited from parent command
zwe certificate keyring-jcl
zwe certificate keyring-jcl
e Sub-commands
e Description

® Inherited from parent command
e Examples
® Parameters

e Inherited from parent command
e Errors

® Inherited from parent command
zwe certificate pkcs12 create ca
zwe certificate pkcs12 create ca
e Description

® Inherited from parent command
e Examples
® Parameters

¢ Inherited from parent command
e Errors

e Inherited from parent command
zwe certificate pkcs12 create cert
zwe certificate pkcs12 create cert
e Description

¢ Inherited from parent command

e Examples



® Parameters

® Inherited from parent command
e Errors

® Inherited from parent command
zwe certificate pkcs12 create
zwe certificate pkcs12 create
e Sub-commands

e Inherited from parent command
e Examples
® Parameters

® Inherited from parent command
e Errors

® Inherited from parent command
zwe certificate pkcs12 export
zwe certificate pkcs12 export
e Description

¢ Inherited from parent command
e Examples
e Parameters

e Inherited from parent command
e Errors

® Inherited from parent command
zwe certificate pkcs12 import
zwe certificate pkcs12 import
e Description

¢ Inherited from parent command
e Examples
e Parameters

® Inherited from parent command
e Errors

¢ Inherited from parent command
zwe certificate pkcs12 lock
zwe certificate pkcs12 lock
e Description

® Inherited from parent command
e Examples
® Parameters

® Inherited from parent command
e Errors

® Inherited from parent command
zwe certificate pkcs12 trust-service
zwe certificate pkcs12 trust-service
e Description

e Inherited from parent command
e Examples

® Parameters



¢ Inherited from parent command
e Errors

e Inherited from parent command
zwe certificate pkcs12
zwe certificate pkcs12
e Sub-commands
e Description

e Inherited from parent command
e Examples
® Parameters

e Inherited from parent command
e Errors

® Inherited from parent command
zwe certificate verify-service
zwe certificate verify-service
e Description

e Inherited from parent command
e Examples
e Parameters

¢ Inherited from parent command
e Errors

e Inherited from parent command
zwe certificate
zwe certificate
e Sub-commands
e Description
e Examples
® Parameters

® Inherited from parent command
e Errors

¢ Inherited from parent command
zwe components install extract
zwe components install extract
e Description
e Examples
e Parameters

¢ Inherited from parent command
e Errors
zwe components install process-hook
zwe components install process-hook
e Description
e Examples
® Parameters

e Inherited from parent command
e Errors

® Inherited from parent command



zwe components install
zwe components install
e Sub-commands
e Description
e Examples
e Parameters only for this command
® Parameters
e Inherited from parent command
e Errors
zwe components disable
zwe components disable
e Description
e Examples
e Parameters
¢ Inherited from parent command
e Errors
¢ Inherited from parent command
zwe components enable
zwe components enable
e Description
e Examples
e Parameters
¢ Inherited from parent command
e Errors
¢ Inherited from parent command
zwe components search
zwe components search
e Description
e Examples
e Parameters
¢ Inherited from parent command
e Errors
zwe components uninstall
zwe components uninstall
e Description
e Examples
® Parameters
® Inherited from parent command
e Errors
zwe components upgrade
zwe components upgrade
e Description
e Examples
e Parameters
¢ Inherited from parent command

® FErrors



¢ Inherited from parent command
zwe components
zwe components
e Sub-commands
e Examples
e Parameters
® Inherited from parent command
e Errors
¢ Inherited from parent command
zwe config get
zwe config get
e Description
e Examples
e Parameters
¢ Inherited from parent command
e Errors
zwe config validate
zwe config validate
e Description
e Examples
® Parameters
e Errors
¢ Inherited from parent command
zwe config
zwe config
e Sub-commands
® Parameters
® Inherited from parent command
e Errors
e Inherited from parent command
zwe init apfauth
zwe init apfauth
e Description
e Examples
® Parameters
¢ Inherited from parent command
e Errors
® Inherited from parent command
zwe init certificate
zwe init certificate
e Description
e Examples
® Parameters
e Inherited from parent command
e Errors

® Inherited from parent command



zwe init mvs
zwe init mvs
e Description
e Examples
e Parameters
e Inherited from parent command
e Errors
e Inherited from parent command
zwe init security
zwe init security
e Description
e Examples
® Parameters
¢ Inherited from parent command
e Errors
® Inherited from parent command
zwe init stc
zwe init stc
e Description
e Examples
® Parameters
e Inherited from parent command
e Errors
® Inherited from parent command
zwe init vsam
zwe init vsam
e Description
e Examples
® Parameters
e Inherited from parent command
e Errors
® Inherited from parent command
zwe init
zwe init
e  Sub-commands
e Description
e Examples
® Parameters
e Inherited from parent command
e Errors
e Inherited from parent command
zwe internal config get
zwe internal config get
e Description
¢ Inherited from parent command

e Examples



® Parameters

® Inherited from parent command
e Errors
zwe internal config set
zwe internal config set
e Description

® Inherited from parent command
e Examples
® Parameters
e Errors

® Inherited from parent command
zwe internal config
zwe internal config
e Sub-commands

¢ Inherited from parent command
e Examples
e Parameters

® Inherited from parent command
e Errors

¢ Inherited from parent command
zwe internal container cleanup
zwe internal container cleanup
e Description

® Inherited from parent command
e Parameters

¢ Inherited from parent command
e Errors

® Inherited from parent command
zwe internal container init
zwe internal container init
e Description

® Inherited from parent command
e Parameters

¢ Inherited from parent command
e Errors

® Inherited from parent command
zwe internal container prestop
zwe internal container prestop
e Description

® Inherited from parent command
e Parameters

¢ Inherited from parent command
e Errors

e Inherited from parent command
zwe internal container

zwe internal container



e Sub-commands
e Description

® Inherited from parent command
® Parameters

e Inherited from parent command
e Errors

® Inherited from parent command
zwe internal start component
zwe internal start component

® Inherited from parent command
e Examples
e Parameters

® Inherited from parent command
e Errors

¢ Inherited from parent command
zwe internal start prepare
zwe internal start prepare

® Inherited from parent command
e Examples
e Parameters

® Inherited from parent command
e Errors

¢ Inherited from parent command
zwe internal start
zwe internal start
e Sub-commands

® Inherited from parent command
e Examples
® Parameters

e Inherited from parent command
e Errors

® Inherited from parent command
zwe internal get-launch-components
zwe internal get-launch-components
e Description

® Inherited from parent command
e Examples
® Parameters

¢ Inherited from parent command
e Errors

e Inherited from parent command
zwe internal
zwe internal
e Sub-commands
e Description

e Examples



® Parameters

® Inherited from parent command
e Errors

® Inherited from parent command
zwe migrate for kubernetes
zwe migrate for kubernetes
e Description
e Parameters

¢ Inherited from parent command
e Errors

® Inherited from parent command
zwe migrate for
zwe migrate for
e Sub-commands
® Parameters

® Inherited from parent command
e Errors

® Inherited from parent command
zwe migrate
zwe migrate
e Sub-commands
e Parameters

¢ Inherited from parent command
e Errors

® Inherited from parent command
zwe sample sub deep
zwe sample sub deep
e Description
e Examples
e Parameters

¢ Inherited from parent command
e Errors

e Inherited from parent command
zwe sample sub second
zwe sample sub second
e Description
e Examples
® Parameters

¢ Inherited from parent command
e Errors

e Inherited from parent command
zwe sample sub
zwe sample sub
e Sub-commands
e Description

® Inherited from parent command



e Examples
® Parameters

e Inherited from parent command
e Errors

e Inherited from parent command
zwe sample test
zwe sample test
e Description
e Examples
® Parameters

® Inherited from parent command
e Errors

® Inherited from parent command
zwe sample
zwe sample
e Sub-commands
e Description
e Examples
e Parameters

¢ Inherited from parent command
e Errors

® Inherited from parent command
zwe support verify-fingerprints
zwe support verify-fingerprints
e Parameters

¢ Inherited from parent command
e Errors

¢ Inherited from parent command
zwe support
zwe support
e Sub-commands
e Description
e Parameters

¢ Inherited from parent command
e Errors

® Inherited from parent command
zwe install
zwe install
e Description
e Examples
e Parameters

¢ Inherited from parent command
e Errors

e Inherited from parent command
zwe start

zwe start



e Description
e Examples
e Parameters

® Inherited from parent command
e Errors

e Inherited from parent command
zwe stop
zwe stop
e Description
e Examples
e Parameters

¢ Inherited from parent command
® Errors

e Inherited from parent command
Zwe version
zZwe version
e Description
e Examples
e Parameters

¢ Inherited from parent command
® Errors

® Inherited from parent command
Zowe Chat command reference overview
Zowe Chat command reference overview
zos commands
zos commands
e Resources
zos job
zos job
e Usage
e Action

e Positional Arguments

e Options
e Examples
zos job list
zos job list

e Usage

e Object

zos job list status

zos job list status

e Usage

e Positional Arguments
e Options

e Examples

zos dataset

zos dataset



e Usage

e Action

e Positional Arguments
e Options

e Examples

zos dataset list

zos dataset list

e Usage

e Object

zos dataset list status
zos dataset list status

e Usage

e Positional Arguments
e Options

e Examples

zos dataset list member
zos dataset list member
e Usage

e Positional Arguments

e Options
e Examples
zos file

zos file

e Usage

e Action

e Positional Argument

e Option

e Examples
zos file list
zos file list

e Usage

e Objects

zos file list status

zos file list status

e Usage

e Positional Arguments
e Options

e Examples

zos file list mounts

zos file list mounts

e Usage

e Positional Arguments
e Options

e Examples

zos command

zos command



e Usage

e Action

e Positional Arguments

e Options

e Examples

zos command issue

zos command issue

e Usage
e Object
zos command issue console

zos command issue console

e Usage

e Positional Arguments

e Options
e Examples
zos help

zos help

e Usage

e Action

e Positional Arguments

e Examples

zos help list

zos help list

e Usage
e Object
zos help list command

zos help list command

e Usage

e Positional Arguments

e Examples

Zowe YAML configuration file reference

Zowe YAML configuration file reference

High-level overview of YAML configuration file
Extract sharable configuration out of zowe.yaml
Configuration override

YAML configurations - certificate

YAML configurations - zowe

e Directories

e Zowe Job

e Domain and port to access Zowe

e Extra environment variables

e Certificate

e Launcher and launch scripts

e Setup

YAML configurations - java

YAML configurations - node



e YAML configurations - zZOSMF
® YAML configurations - components
e Configure component gateway
e Configure component discovery
e Configure component api-catalog
e Configure component caching-service
e Configure component app-server
e Configure component zss
e Configure component jobs-api
e Configure component files-api
e Configure external extension
e YAML configurations - halnstances
e Auto-generated environment variables
® Troubleshooting your YAML with the Red Hat VS Code extension
Server component manifest file reference
Server component manifest file reference
Bill of Materials
Bill of Materials



Version: v2.12.x LTS

Zowe overview

Zowe™ is an open source software which provides both an extensible framework, and a set of tools that allow mainframe
development and operation teams to securely manage, develop, and automate resources and services on z/OS family mainframes.
Zowe offers modern interfaces to interact with z/OS and allows users to interact with the mainframe system in a way that is similar to
what they experience on cloud platforms today. Users can work with these interfaces as delivered or through plug-ins and extensions
created by customers or third-party vendors. All members of the IBM Z platform community, including Independent Software
Vendors (ISVs), System Integrators, and z/OS consumers, benefit from the modern and open approach to mainframe computing

delivered by Zowe.

Zowe is a member of the Open Mainframe Project governed by Linux Foundation™.

Zowe demo video

Watch this video to see a quick demo of Zowe.

Introduction to Zowe (Feb. 26, 2021)

Download the deck for this video | Download the script

Component overview
Zowe consists of the following components:

e Zowe Launcher
® APl Mediation Layer

e Zowe Application Framework


https://www.youtube.com/embed/NX20ZMRoTtk
https://www.youtube.com/watch?v=7XpOjREP8JU
https://docs.zowe.org/assets/files/Zowe_introduction_video_deck-fbb2a23bfe28dd10f5a003a305350c92.pptx
https://docs.zowe.org/assets/files/Zowe_introduction_video_script-cd119a2662821b55ad9bb5108f40f261.txt

Zowe CLI

Zowe Explorer

Zowe Client Software Development Kits SDKs

ZEBRA (Zowe Embedded Browser for RMF/SMF and APIs) - Incubator

Zowe Launcher

The Zowe Launcher makes it possible to launch Zowe z/OS server components in a high availability configuration, and performs the
following operations:

e Start all Zowe server components using the START (or s) operator command.
® Stop Zowe server components using the sTop (or p) operator command.

e Stop and start specific server components without restarting the entire Zowe instance using MODIFY (or F) operator command.

API Mediation Layer

The API Mediation Layer provides a single point of access for APIs of mainframe services, and provides a Single Sign On (SSO)

capability for mainframe users.

The API Mediation Layer (APl ML) facilitates secure communication between loosely coupled clients and services through a variety of
API types, such as REST, GraphQL or Web-Socket. APl ML consists of these core components: the APl Gateway, the Discovery Service,
the API Catalog, and the Caching service:

e The API Gateway provides secure routing of APl requests from clients to registered API services.
e The Discovery Service allows dynamic registration of microservices and enables their discoverability and status updates.

e The API Catalog provides a user-friendly interface to view and try out all registered services, read their associated APIs
documentation in OpenAPIl/Swagger format.

e The API ML Caching Service allows components to store, search and retrieve their state. The Caching service can be configured
to store the cached data in-memory or using Redis, or VSAM storage.

Core Zowe also provides out of the box services for working with MVS Data Sets, JES, as well as working with zZOSMF REST APls.
Note: The MVS datasets and JES services are deprecated and will not be available in Zowe V3.

The APl Mediation Layer offers enterprise, cloud-like features such as high-availability, scalability, dynamic API discovery, consistent

security, a single sign-on experience, and API documentation.

4 B

¥ Learn more

Key features

e Consistent Access: APl routing and standardization of API service URLs through the Gateway component provides users

with a consistent way to access mainframe APIs at a predefined address.
e Dynamic Discovery: The Discovery Service automatically determines the location and status of API services.

e High-Availability: API Mediation Layer is designed with high-availability of services and scalability in mind.



https://docs.zowe.org/stable/extend/extend-apiml/api-mediation-sso

e Caching Service: This feature is designed for Zowe components in a high availability configuration, and supports high
availability of all components within Zowe. As such, components can remain stateless whereby the state of the component

is offloaded to a location accessible by all instances of the service, including those which just started.
e Redundancy and Scalability: API service throughput is easily increased by starting multiple API service instances without the
need to change configuration.

e Presentation of Services: The APl Catalog component provides easy access to discovered API services and their associated
documentation in a user-friendly manner. Access to the contents of the API Catalog is controlled through a z/OS security
facility.

e Encrypted Communication: APl ML facilitates secure and trusted communication across both internal components and

discovered API services.

APl Mediation Layer structural architecture

The following diagram illustrates the single point of access through the Gateway, and the interactions between API ML
components and services:
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Components

The API Layer consists of the following key components:

APl Gateway




Services that comprise the APl ML service ecosystem are located behind a gateway (reverse proxy). All end users and API client
applications interact through the Gateway. Each service is assigned a unique service ID that is used in the access URL. Based on
the service ID, the Gateway forwards incoming API requests to the appropriate service. Multiple Gateway instances can be
started to achieve high-availability. The Gateway access URL remains unchanged. The Gateway is built using Netflix Zuul and

Spring Boot technologies.
Discovery Service

The Discovery Service is the central repository of active services in the APl ML ecosystem. The Discovery Service continuously
collects and aggregates service information and serves as a repository of active services. When a service is started, it sends its
metadata, such as the original URL, assigned serviceld, and status information to the Discovery Service. Back-end microservices
register with this service either directly or by using a Eureka client. Multiple enablers are available to help with service on-
boarding of various application architectures including plain Java applications and Java applications that use the Spring Boot

framework. The Discovery Service is built on Eureka and Spring Boot technology.
Discovery Service TLS/SSL

HTTPS protocol can be enabled during APl ML configuration and is highly recommended. Beyond encrypting communication,
the HTTPS configuration for the Discovery Service enables heightened security for service registration. Without HTTPS, services
provide a username and password to register in the APl ML ecosystem. When using HTTPS, only trusted services that provide

HTTPS certificates signed by a trusted certificate authority can be registered.
API Catalog

The API Catalog is the catalog of published API services and their associated documentation. The Catalog provides both the
REST APIs and a web user interface (Ul) to access them. The web Ul follows the industry standard Swagger Ul component to
visualize APl documentation in OpenAPI JSON format for each service. A service can be implemented by one or more service

instances, which provide exactly the same service for high-availability or scalability.
Catalog Security

Access to the API Catalog can be protected with an Enterprise z/OS Security Manager such as IBM RACF, ACF2, or Top Secret.
Only users who provide proper mainframe credentials can access the Catalog. Client authentication is implemented through the
z/OSMF API.

Caching Service

An APl is provided in high-availability mode which offers the possibility to store, retrieve, and delete data associated with keys.

The service can only be used by internal Zowe services and is not exposed to the internet.
Metrics Service (Technical Preview)

The Metrics Service provides a web user interface to visualize requests to APl Mediation Layer services. HTTP metrics such as
number of requests and error rates are displayed for each APl Mediation Layer service. This service is currently in technical

preview and is not ready for production.

Onboarding APIs

Essential to the API Mediation Layer ecosystem is the API services that expose their useful APIs. Use the following topics to

discover more about adding new APIs to the APl Mediation Layer and using the API Catalog:




e Onboarding Overview

e Onboard an existing Spring Boot REST API service using Zowe AP Mediation Layer

e Onboard an existing Node.js REST API service using Zowe APl Mediation Layer

e Using APl Mediation Layer

To learn more about the architecture of Zowe, see Zowe architecture.

Zowe Application Framework

A web user interface (Ul) that provides a virtual desktop containing a number of apps allowing access to z/OS function. Base Zowe
includes apps for traditional access such as a 3270 terminal and a VT Terminal, as well as an editor and explorers for working with JES,
MVS Data Sets and Unix System Services.
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The Zowe Application Framework modernizes and simplifies working on the mainframe. With the Zowe Application Framework,
you can create applications to suit your specific needs. The Zowe Application Framework contains a web Ul that has the
following features:

e The web Ul works with the underlying REST APIs for data, jobs, and subsystem, but presents the information in a full screen

mode as compared to the command line interface.

e The web Ul makes use of leading-edge web presentation technology and is also extensible through web Ul plug-ins to

capture and present a wide variety of information.

e The web Ul facilitates common z/OS developer or system programmer tasks by providing an editor for common text-based
files like REXX or JCL along with general purpose data set actions for both Unix System Services (USS) and Partitioned Data
Sets (PDS) plus Job Entry System (JES) logs.

The Zowe Application Framework consists of the following components:
e Zowe Desktop

The desktop, accessed through a browser. The desktop contains a number of applications, including a TN3270 emulator for
traditional Telnet or TLS terminal access to z/OS, a VT Terminal for SSH commands, as well as rich web GUI applications
including a JES Explorer for working with jobs and spool output, a File Editor for working with USS directories and files and
MVS data sets and members. The Zowe desktop is extensible and allows vendors to provide their own applications to run

within the desktop. See Extending the Zowe Desktop. The following screen capture of a Zowe desktop shows some of its

composition as well as the TN3270 app, the JES Explorer, and the File Editor open and in use.



https://docs.zowe.org/stable/extend/extend-apiml/onboard-overview
https://docs.zowe.org/stable/extend/extend-apiml/onboard-spring-boot-enabler
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Pinned Apps
e Zowe Application Server

The Zowe Application Server runs the Zowe Application Framework. It consists of the Node.js server plus the Express.js as a
webservices framework, and the proxy applications that communicate with the z/OS services and components.

e 7SS Server

The ZSS Server provides secure REST services to support the Zowe Application Server. For services that need to run as APF
authorized code, Zowe uses an angel process that the ZSS Server calls using cross memory communication. During

installation and configuration of Zowe, you will see the steps needed to configure and launch the cross memory server.
e Application plug-ins

Several application-type plug-ins are provided. For more information, see Using the Zowe Application Framework
application plug-ins.

Zowe CLI

Zowe CLI is a command-line interface that lets you interact with the mainframe in a familiar, off-platform format. Zowe CLI helps to
increase overall productivity, reduce the learning curve for developing mainframe applications, and exploit the ease-of-use of off-
platform tools. Zowe CLI lets you use common tools such as Integrated Development Environments (IDEs), shell commands, bash
scripts, and build tools for mainframe development. Though its ecosystem of plug-ins, you can automate actions on systems such as
IBM Db2, IBM CICS, and more. It provides a set of utilities and services for users that want to become efficient in supporting and
building z/OS applications quickly.

Learn more


https://docs.zowe.org/stable/user-guide/mvd-using#zowe-desktop-application-plug-ins

Zowe CLI provides the following benefits:

e Enables and encourages developers with limited z/OS expertise to build, modify, and debug z/OS applications.

e Fosters the development of new and innovative tools from a computer that can interact with z/OS. Some Zowe extensions

are powered by Zowe CLI, for example the Visual Studio Code Extension for Zowe.

e Ensure that business critical applications running on z/OS can be maintained and supported by existing and generally

available software development resources.

e Provides a more streamlined way to build software that integrates with z/OS.
Note: For information about software requirements, installing, and upgrading Zowe CLI, see Installing Zowe.

Zowe CLI capabilities

With Zowe CLI, you can interact with z/OS remotely in the following ways:

¢ Interact with mainframe files: Create, edit, download, and upload mainframe files (data sets) directly from Zowe CLI.

e Submit jobs: Submit JCL from data sets or local storage, monitor the status, and view and download the output

automatically.
¢ Issue TSO and z/0OS console commands: Issue TSO and console commands to the mainframe directly from Zowe CLI.
¢ Integrate z/OS actions into scripts: Build local scripts that accomplish both mainframe and local tasks.

¢ Produce responses as JSON documents: Return data in JSON format on request for consumption in other programming

languages.

For detailed information about the available functionality in Zowe CLI, see Zowe CLI Command Groups.

For information about extending the functionality of Zowe CLI by installing plug-ins, see Extending Zowe CLI.

More Information:

e System requirements for Zowe CLI

e |nstalling Zowe CLI

Zowe Explorer

Zowe Explorer is a Visual Studio Code extension that modernizes the way developers and system administrators interact with z/OS
mainframes. Zowe Explorer lets you interact with data sets, USS files, and jobs that are stored on z/OS. The extension complements
your Zowe CLI experience and lets you use authentication services like APl Mediation Layer. The extension provides the following

benefits:

e Enables you to create, modify, rename, copy, and upload data sets directly to a z/OS mainframe.
e Enables you to create, modify, rename, and upload USS files directly to a z/OS mainframe.

e Provides a more streamlined way to access data sets, uss files, and jobs.

e |etting you create, edit, and delete Zowe CLI zosmf compatible profiles.

e |ets you use the Secure Credential Store plug-in to store your credentials securely in the settings.

e lets you leverage the APl Mediation Layer token-based authentication to access z/OSMF.

For more information, see Information roadmap for Zowe Explorer.


https://docs.zowe.org/stable/user-guide/ze-install
https://docs.zowe.org/stable/user-guide/installandconfig
https://docs.zowe.org/stable/user-guide/cli-using-understanding-core-command-groups
https://docs.zowe.org/stable/user-guide/cli-extending
https://docs.zowe.org/stable/user-guide/systemrequirements-cli
https://docs.zowe.org/stable/user-guide/cli-installcli
https://docs.zowe.org/stable/getting-started/user-roadmap-zowe-explorer

Zowe Client Software Development Kits (SDKs)

The Zowe Client SDKs consist of programmatic APIs that you can use to build client applications or scripts that interact with z/OS.

The following SDKs are available:

e Zowe Node.js Client SDK
e Zowe Python Client SDK

For more information, see Using the Zowe SDKs.

Zowe Chat (Technical Preview)

Zowe Chat is a chatbot that aims to enable a ChatOps collaboration model including z/OS resources and tools. Zowe Chat enables

you to interact with the mainframe from chat clients such as Slack, Microsoft Teams, and Mattermost. Zowe Chat helps to increase

your productivity by eliminating or minimizing the context switching between different tools and user interfaces.

-

¥ Learn more

Zowe Chat key features

¢ Manage z/0S resource in chat tool channels Check your z/OS job, data set, and USS files status directly in chat tool
channels. You can also issue z/OS console commands directly in the chat tool. You can drill down on a specific job, data set,

error code, and so on to get more details through button or drop-down menu that Zowe Chat provides.
e Execute Zowe CLI commands in chat tool channels

You can also issue Zowe CLI commands to perform operations such as help and z/OS resource management including z/OS
job, data set, USS file, error code, and console command. Theoretically, most of Zowe CLI commands are supported as long

as it is executable with single-submit.
e Extensibility

Zowe Chat is extensible via plug-ins. You can extend Zowe Chat by developing plug-ins and contributing code to the base

Zowe Chat or existing plug-ins.
e Security:

Zowe Chat makes use of z/OS SAF calls and supports the three main security management products on z/OS (RACF, Top
Secret, ACF2). You can log in to the chat client via enterprise standards, including two factor authentication if required. The
first time you issue a command to the Zowe Chat installed in the chat workspace, it prompts you to log in with the
mainframe ID using a one-time URL. Once authenticated against the mainframe security, Zowe Chat securely caches in
memory the relationship between your Chat tool ID and the mainframe ID. Zowe Chat's Security Facility will generate

credentials for downstream API requests.
¢ Display alerts:

Allows you to send alert or event to a channel in the chat tool in use. An event data model enables Zowe Chat extenders to

send alerts to a channel in the chat through Zowe Chat.



https://docs.zowe.org/stable/user-guide/sdks-using

Read the following blogs to learn more about Zowe Chat:

e Zowe Gets Chatty

e Zowe Chat can make you more productive: user scenarios

Zowe Chat architecture

Zowe Chat is based on the Common Bot framework, which is required for the chat platform Slack, Mattermost, and Microsoft

Teams.
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For more information, see Installing Zowe Chat and Using Zowe Chat.

ZEBRA (Zowe Embedded Browser for RMF/SMF and APIs) - Incubator

ZEBRA Provides re-usable and industry compliant JSON formatted RMF/SMF data records, so that many other ISV SW and users can

exploit them using open-source SW for many ways.

For more information, see the ZEBRA documentation.

Zowe IntelliJ Plug-in

Zowe IntelliJ plug-in for Intellij-based IDEs is a smart and interactive mainframe code editing tool that allows you to browse, edit, and
create data on z/OS via z/OSMF REST API.

Zowe IntelliJ plug-in helps you to:

e Start working with z/OS easily with no complex configurations.



https://medium.com/zowe/zowe-gets-chatty-842e3b548902
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https://docs.zowe.org/stable/user-guide/zowe-chat/chat_install_overview
https://docs.zowe.org/stable/user-guide/zowe-chat/chat_use_interact_methods
https://github.com/zowe/zebra/tree/main/Documentation

e Organize datasets on z/OS, files on USS into working sets.

¢ Allocate datasets, create members, files and directories with different permissions.

e Perform operations like renaming, copying and moving data in a modern way.

e Edit datasets, files and members. Smart auto-save keeps your content both in the editor and on the mainframe in-sync.
e Create multiple connections to different z/OS systems.

e Perform all available operations with jobs.

e Highlight all IntelliJ supported languages automatically and recognize them once opened from the mainframe.

For more information, see Using Zowe IntelliJ plug-in.

Zowe Bill of Materials

For information about the Zowe Bill of Materials (BOM), see this link to the appendix.


https://docs.zowe.org/stable/user-guide/intellij-using
https://docs.zowe.org/stable/appendix/bill-of-materials
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Zowe architecture

Zowe™ is a collection of components that together form a framework that makes Z-based functionality accessible across an

organization. Zowe functionality includes exposing Z-based components, such as zZOSMF, as REST APIs. The Zowe framework

provides an environment where other components can be included and exposed to a broader non-Z based audience.

The following diagram illustrates the high-level Zowe architecture.
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The diagram shows the default port numbers that are used by Zowe. These are dependent on each instance of Zowe and are held in

the Zowe YAML configuration file.

Zowe components can be categorized by location: server or client. While the client is always an end-user tool such as a PC, browser,

or mobile device, the server components can be further categorized by what machine they run on.

Zowe server components can be installed and run entirely on z/OS, but a subset of the components can alternatively run on Linux or
z/Linux via Docker. While on z/OS, many of these components run under UNIX System Services (USS). The components that do not

run under USS must remain on z/OS when using Docker in order to provide connectivity to the mainframe.

Zowe architecture with high availability enablement on Sysplex

The following diagram illustrates the difference in locations of Zowe components when deploying Zowe into a Sysplex with high

availability enabled as opposed to running all components on a single z/OS system.
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Zowe has high availability feature build-in. To enable this feature, you can define haInstances section in your YAML configuration
file.

The diagram above shows that zwWEsSLSTC has started two Zowe instances running on two separate LPARs that can be on the same or

different sysplexes.

e The Sysplex distributor port sharing enables the APl Gateway 7554 ports to be shared so that incoming requests can be routed
to either the gateway on LPAR A or LPAR B.

e The discovery servers on each LPAR communicate with each other and share their registered instances, which allows the API
gateway on LPAR A to dispatch APIs to components either on its own LPAR, or alternatively to components on LPAR B. As
indicated on the diagram, each component has two input lines: one from the APl gateway on its own LPAR and one from the
gateway on the other LPAR. When one of the LPARs goes down, the other LPAR remains operating within the sysplex providing

high availability to clients that connect through the shared port irrespective of which Zowe instance is serving the API requests.

The zowe.yaml file can be configured to start Zowe instances on more than two LPARS, and also to start more than one Zowe

instance on a single LPAR, thereby providing a grid cluster of Zowe components that can meet availability and scalability

requirements.

The configuration entries of each LPAR in the zowe.yaml file control which components are started. This configuration mechanism
makes it possible to start just the desktop and API Mediation Layer on the first LPAR, and start all of the Zowe components on the
second LPAR. Because the desktop on the first LPAR is available to the gateway of the second LPAR, all desktop traffic is routed there.

The caching services for each Zowe instance, whether on the same LPAR, or distributed across the sysplex, are connected to each
other by the same shared VSAM data set. This arrangement allows state sharing so that each instance behaves similarly to the user
irrespective of where their request is routed.



For simplification of the diagram above, the Jobs and Files API servers are not shown as being started. If the user defines Jobs and
Files APl servers to be started in the zowe.yaml configuration file, these servers behave the same as the servers illustrated. In other

words, these services register to their APl discovery server which then communicates with other discovery servers on other Zowe
instances on either the same or other LPARs. The API traffic received by any API gateway on any Zowe instance is routed to any of the

Jobs or Files APl components that are available.

To learn more about Zowe with high availability enablement, see Configuring Sysplex for high availability.

Zowe architecture when running in Kubernetes cluster

The following diagram illustrates the difference in locations of Zowe components when deploying Zowe into a Kubernetes cluster as

opposed to running all components on a single z/OS system.
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When deploying other server components into container orchestration software like Kubernetes, Zowe follows standard Kubernetes

practices. The cluster can be monitored and managed with common Kubernetes administration methods.

e All Zowe workloads run on a dedicated namespace (zowe by default) to distinguish from other workloads in same Kubernetes

cluster.
e Zowe has its own ServiceAccount to help with managing permissions.

e Server components use similar zowe.yaml on z/OS, which are stored in configMap and Secret, to configure and start.
e Server components can be configured by using the same certificates used on z/OS components.
e Zowe claims its own Persistent Volume to share files across components.

e Each server component runs in separated containers.

e Components may register themselves to Discovery with their own pod name within the cluster.


https://docs.zowe.org/stable/user-guide/configure-sysplex

e Zowe workloads use the zowe-launch-scripts initContainers step to prepare required runtime directories.

e Only necessary components ports are exposed outside of Kubernetes with service.

App Server

The App Server is a portable, extensible HTTPS server written in nodejs. It can be extended with expressjs routers to add REST or

Websocket APIs. This server is responsible for the Zowe Application Framework, including the Desktop which is described later in this

page.
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When the API gateway is running, this server and the Desktop are accessible at https://<ZOWE_HOST_IP>:7554/z1lux/ui/v1/.When

the API catalog is running, this server's API documentation is accessible at the API catalog tile Zowe Application Server which can
be viewed at https://<ZOWE_HOST_IP>:7554/apicatalog/ui/v1l/#/tile/z1lux/zlux When running on z/QOS, this server uses the

jobname suffix of DS1.

ZSS

Zowe System Services (ZSS) is a z/OS native, extensible HTTPS server which allows you to empower web programs with z/OS
functionality due to ZSS' conveniences for writing REST and Websocket APIs around z/OS system calls. The Zowe desktop delegates a

number of its services to the ZSS server.

When the API gateway is running, this server is accessible at https://<ZOWE_HOST_IP>:7554/zss/api/v1l. When the API catalog is
running, this server's APl documentation is accessible at the API catalog tile Zowe System Services (zSS) which can be viewed at
https://<ZOWE_HOST_IP>:7554/apicatalog/ui/v1/#/tile/zss/zss When running on z/OS, the server uses the jobname suffix of
SZ.



ZIS

ZIS is a z/OS native, authorized cross-memory server that allows a secure and convenient way for Zowe programs, primarily ZSS, to
build powerful APIs to handle z/OS data that would otherwise be unavailable or insecure to access from higher-level languages and
software. As part of Zowe's security model, this server is not accessible over a network but rather empowers the less privileged
servers. It runs as a separate STC, ZWESISTC to run the program ZWESIS@1 under its own user ID ZWESIUSR.

Unlike all of the servers described above which run under the ZWESLSTC started task as address spaces for USS processes, the Cross

Memory server has its own separate started task zwesISTC and its own user ID zZWESIUSR that runs the program zWESISe1.

APl Gateway

The API Gateway is a proxy server that routes requests from clients on its northbound edge, such as web browsers or the Zowe
command line interface, to servers on its southbound edge that are able to provide data to serve the request. The APl Gateway is
also responsible for generating the authentication token used to provide single sign-on (SSO) functionality. The APl Gateway
homepage is https://<ZOWE_HOST_IP>:7554. Following authentication, this URL enables users to navigate to the API Catalog.

API| Mediation Layer

@ The API Catalog is running
@ The Discovery Service is running

@& The Authentication service is running

When the API gateway is running, this server is accessible at https://<ZOWE_HOST_IP>:7554/.When running on z/OS, the server

uses the jobname suffix of AG.

API Catalog

The API Catalog provides a list of the API services that have registered themselves as catalog tiles. These tiles make it possible to view

the available APIs from Zowe's southbound servers, as well as test REST API calls.
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When the API gateway is running, this server is accessible at https://<ZOWE_HOST_IP>:7554/apicatalog/ui/v1. When the API
catalog is running, this server's APl documentation is accessible at the API catalog tile Zowe Applications which can be viewed at
https://<ZOWE_HOST_IP>:7554/apicatalog/ui/vl/#/tile/apimediationlayer/apicatalog When running on z/QOS, the server

uses the jobname suffix of AC.

API Discovery

The API Discovery server acts as the registration service broker between the API Gateway and its southbound servers. This server can
be accessed through the URL https://<ZOWE_HOST IP>:7552 making it possible to view a list of registered API services on the API

discovery homepage.
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When running on z/QOS, the server uses the jobname suffix of AD.

Caching service

The Caching service aims to provide an APl which offers the possibility to store, retrieve, and delete data associated with keys. The
service is used only by internal Zowe applications and is not exposed to the internet. The Caching service URL is

https://<ZOWE_HOST IP>:7555. For more information about the Caching service, see the Caching service documentation.

When the API gateway is running, this server is accessible at https://<ZOWE_HOST_IP>:7554/cachingservice/api/v1l. When the
API catalog is running, this server's API documentation is accessible at the API catalog tile Zowe Applications which can be viewed
at https://<ZOWE_HOST_IP>:7554/apicatalog/ui/vl/#/tile/zowe/cachingservice When running on z/OS, the server uses the

jobname suffix of CS.

Desktop Apps

Zowe provides a number of rich GUI web applications for working with z/OS. Such applications include the Editor for files and
datasets, the JES Explorer for jobs, and the IP Explorer for the TCPIP stack. You can access them through the Zowe desktop.


https://docs.zowe.org/stable/extend/extend-apiml/api-mediation-caching-service
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File APl and JES API

The File API server provides a set of REST APIs for working with z/OS data sets and Unix files. These APIs can be abled in zowe server

configuration.
The JES API server provides a set of REST APIs for working with JES. These APIs can be abled in zowe server configuration.

Both the File APl and JES API servers are registered as tiles on the API Catalog, so users can view the Swagger definition and test API

requests and responses.
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Zowe Security Overview

Zowe implements comprehensive measures to secure mainframe services and data resources in transition and in rest:

e Digital certificates are used by Zowe to facilitate secure electronic communication and data exchange between people, systems,
and devices online.

e User identity is authenticated through modern authentication methods such as OIDC/Oauth2, Multi-Factor Authentication (MFA),
JWT, or Personal Access Token (PAT).

e User access is authorized by System Authorization Facility (SAF) / External Security Manager (ESM).

Before installation and use of Zowe server-side components, it is practical to first learn about the core security features built into the
Zowe architecture.

This document provides an overview of the security technologies and features implemented by Zowe and links to Zowe practical
guides on how to achieve specific tasks and goals.

Note: If you are familiar with security technologies and concepts such as digital certificates, authentication, authorization, and z/OS
security, you may prefer to skip the introductory sections, and see the Additional resources section at the end of this article to jump
directly to the security related technical guidance provided on how to Set up Zowe, Use Zowe or Extend Zowe.

Review the following sections to learn about how Zowe leverages modern security concepts and technologies:

¢ Digital certificates
e User Authentication

e Access Authorization

Digital certificates

A Digital Certificate is an electronic file that is tied to a cryptographic (public and private) key pair and authenticates the identity of a
website, individual, organization, user, device or server. The de-facto standard is the x.509 family type of certificates, which are the
foundation behind Public Key Infrastructure (PKI) security. An X.509 certificate binds an identity to a public key using a digital
signature. A certificate contains an identity (a hostname, or an organization, or an individual) and a public key (RSA, DSA, ECDSA,
ed25519, etc.).

A certificate can be self-signed or issued by a Certificate Authority (CA). A CA is a trusted organization which provides infrastructure

for creation, validation and revocation of the certificates according to the contemporary security standards.

Note: For testing purposes of Zowe, it is acceptable to use certificates issued and signed either by the company's local CA, or even
self-signed certificates issued by Zowe security tools specific for the target technology platform. Use of self-signed certificates,

however, is not recommended for production environments.

Tip: Review digital certificates terminology in the Zowe security glossary before getting started with configuring certificates.

Digital certificates usage


https://docs.zowe.org/stable/appendix/zowe-security-glossary#certificate-concepts

Zowe uses digital certificates to secure the communication channel between Zowe components as well as between Zowe clients and
Zowe services. Digital client certificates can also be used to validate that a client-user (the service user) identity is known to the
mainframe security facility.

Next Steps:

e Read more about digital certificates mechanics in the Use certificates in the Zowe documentation.

e Read the Zowe certificate configuration overview article in the Zowe User Guide documentation to understand the various
options for Zowe certificate configuration.

User Authentication
Zowe always authenticates the users accessing its interfaces and services.

Zowe API ML implements a Singls-Sign-On feature which allows users to authenticate once, whereby users can access all mainframe

resources that they are granted access rights to for the period in which the Zowe credentials remain valid.

API ML uses multiple authentication methods - from Basic Auth (username-password), to external Multi-Factor Authentication
providers, and modern authentication protocols, such as OIDC/OAuth2.

Next steps:

e For more details on the authentication methods used by Zowe, see the dedicated API ML User Authentication article.

Access Authorization

Authorization is the mechanism by which a security system grants or rejects access to protected resources.

Zowe fully relies on the SAF/ESM for control on the user access to mainframe resources. Authorization is processed by SAF when a

mainframe service attempts to access these services under the identity of the user authenticated by Zowe.

Tip: We recommend you review the core Authorization concepts by reading the related topics in the Zowe Security Glossary.

SAF resource check

In some cases Zowe API ML can check for the authorization of the user on certain endpoints even before the request is propagated
to the target mainframe service. Access to a SAF resource is checked with the installed z/OS External Security Manager (ESM).

Next steps: For detailed information, see the SAF resource checking documentation.

Additional resources

For more information about getting started with certificates including dertermining your certificate configuration use case, importing
certificates, generating certificates and using certificates, see the following resources:

e Use-case based certificates configuration scenarios

e Generate certificates for Zowe servers


https://docs.zowe.org/stable/user-guide/use-certificates
https://docs.zowe.org/stable/user-guide/configure-certificates
https://docs.zowe.org/stable/getting-started/zowe-security-authentication
https://en.wikipedia.org/wiki/Authorization
https://en.wikipedia.org/wiki/Authorization
https://docs.zowe.org/stable/appendix/zowe-security-glossary
https://docs.zowe.org/stable/user-guide/api-mediation/api-gateway-configuration#saf-resource-checking
https://docs.zowe.org/stable/user-guide/certificate-configuration-scenarios
https://docs.zowe.org/stable/user-guide/generate-certificates

e Import certificates

e Configure Zowe to use certificates


https://docs.zowe.org/stable/user-guide/import-certificates
https://docs.zowe.org/stable/user-guide/configure-certificates
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Zowe Certificates overview

Read the following sections to learn about the key concepts of the digital certificates-based security and how Zowe implements that

concepts.

¢ Digital certificates definition
¢ Digital certificates usage

e PKI (Public Key Infrastructure)
e Transport Layer Security (TLS)
¢ Digital certificates types

e Certificates storage

Digital certificates definition

A Digital Certificate is an electronic file that is tied to a cryptographic (public and private) key pair and authenticates the identity of a
website, individual, organization, user, device or server. The de-facto standard is the x.509 family type of certificates, which are the

foundation behind Public Key Infrastructure (PKI) security.

An X.509 certificate binds an identity to a public key using a digital signature. A certificate contains an identity (a hostname, or an
organization, or an individual) and a public key (RSA, DSA, ECDSA, ed25519, etc.).

Certificate can be self-signed or issued by a Certificate Authority (CA). A CA is an organization which provides infrastructure for

creation, validation and revocation of the certificates according to the contemporary security standards.

Note: In some cases, such as for testing purposes of Zowe, it is acceptable to use certificates issued and signed either by a company
local CA, or even self-signed certificates issued by Zowe security tools specific for the target technology platform. Use of self-signed

certificates, however, is not recommended for production environments.

Digital certificates usage

Digital certificates according to x.509 standard specification are the cornerstone for securing communication channels between

clients and servers.
X.509 Digital certificates are primarly used to implement the following functions:

e Verification of the identity of a sender/receiver of an electronic message during TLS handshake.
e Encryption/Decryption of the messages between the sender and the receiver.

e |dentification of client-service users.

Zowe uses digital certificates as a foundational element of both, communication and identity security. Additionally, Zowe provides
client identity validation functionality based on the ownership of the provided x.509 client certificate and the mainframe security

authentication mechanism.

Visit the Zowe certificate usage dedicated article, to learn details about how Zowe leverages certificates.


https://docs.zowe.org/stable/user-guide/use-certificates

Read the Zowe certificate configuration overview article in the Zowe User Guide documentation to understand the various options

for Zowe certificate configuration.

Public key infrastructure

Public Key Infrastructure (PKI) is a key aspect of internet security. PKl is both the technology and processes that make up the
framework for encryption to protect and authenticate digital communications. PKI includes software, hardware, policies, and
procedures that are used to create, distribute, manage, store, and revoke digital certificates and manage public-key encryption.

Visit the following external link, to learn How Does PKI Works.

Visit the following link to learn more about PKI in the context of the z/OS Cryptographic Services.

Transport Layer Security

Transport Layer Security (TLS) is a networking cryptography protocol that provides authentication, privacy and data integrity between
two communicating computer applications. TLS is a successor to Secure Socket Layer (SSL), which was deprecated in 2015.

*Note: While the transition from SSL 3.0 to TLS 1.0 occurred in 1999, the term SSL continues to be in common usage. At the time of

this publication, this technology is still oftentimes referred to as SSL/TLS.

Most importantly, TLS defines a client-server handshake mechanism to establish an encrypted and secure connection, to ensure the
authenticity of the communication between parties. During the handshake, the parties negotiate an exchange algorithm, cipher
suites, and exchange key material to establish a stateful encrypted connection. The exact steps of the TLS handshake depend on the
protocol version/s supported by the client and the server. The current version at the time of this publication is 1.3, while version 1.2 is

widely supported.

Being familiar with the key concepts and terms describing TLS security helps to properly set up the Zowe servers network security

and to troubleshoot configuration issues. The following list presents some of the key concepts and terms:

e Cipher Suite

e Key Exchange

e Symmetric Encryption
® Asymmetric Encryption
e Authentication

e Basic vs mutually-authenticated handshake
The following diagram illustrates the TLS handshake steps:

l#.TLS handshake v 1.2
The architecture of Zowe strictly relies on Transport Layer Security (TLS) to secure communication channels between its components,

as well as between client applications and Zowe server components.
For more information, see the TLS requirements in Zowe APl ML requirements.

Note: When installed on a mainframe system, Zowe is able to utilize the AT-TLS implementation if supported by the corresponding

z/OS version/installation.


https://docs.zowe.org/stable/user-guide/configure-certificates
https://en.wikipedia.org/wiki/Public_key_infrastructure
https://www.keyfactor.com/education-center/what-is-pki/#section2
https://www.ibm.com/docs/en/zos/2.3.0?topic=planning-introducing-pki-services
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://docs.zowe.org/stable/extend/extend-apiml/zowe-api-mediation-layer-security-overview#zowe-api-ml-tls-requirements

Digital certificates types

Zowe's architecture also distinguishes several aspects of PK| artifacts and their usage. Based on these artifacts and use-cases, users
can determine which certificate type to use. Some certificates types are specific for a given technology, while others are generic and

applicable across a wider spectrum of platforms.
Certificates come in various file formats and can be stored in different certificates storage types.

Digital X.509 certificates can be issued in various file formats such as PEM, DER, PKCS#7 and PKCS#12. PEM and PKCS#7 formats use
Base64 ASCIl encoding while DER and PKCS#12 use binary encoding.

In general, the choice of certificates format depends on the technologies used in the implementation of the server components and
on the certificate storage type. For example, Java servers can use JKS and JCEKS keystores, which are specific for the platform.

Zowe supports:

o file-based PKCS12

PKCS12 certificates are the most general and widely deployed certificate format.

e z/0S keyring-based keystore (JKS/JCEKS)
JKS/JCEKS certificates are specific types of certificates that depend on the Java environment.

Note: Java 9 and higher can also work with PKCS12 certificates.

Certificates storage
There are two options for the storage of certificates:
e Keystore and Truststore combination
e SAF Keyrings
Keystore and Truststore
Two key concepts to understand storage and verification of certificates are keystores and truststores.

e Keystores are used to store certificates and the verification of these certificates.

e Truststores are used for the storage of verification.

Zowe supports keystores and truststores that are either z/OS keyrings (when on z/OS) or PKCS12 files. By default, Zowe reads a
PKCS12 keystore from keystore directory in zowe.yaml. This directory contains a server certificate, the Zowe generated certificate

authority, and a truststore which holds intermediate certificates of servers that Zowe communicates with (for example z/OSMF).

e Keystores
Zowe can use PKCS12 certificates stored in USS to encrypt TLS communication between Zowe clients and Zowe z/OS servers, as
well as intra z/OS Zowe server to Zowe server communication. Zowe uses a keystore directory to contain its external certificate,

and a truststore directory to hold the public keys of servers which Zowe communicates with (for example z/OSMF).

e Truststores
Truststores are essential to provide secure communication with external services. The truststore serves as a secure repository for



storing certificates and trust anchors. In the context of Zowe, the truststore establishes the trust relationships with external

services as well as manages the relationship between Zowe's components and the certificates presented by the external services.

In addition to utilizing the intra-address space of certificates, Zowe incorporates external services on z/OS to enhance the
encryption of messages transmitted between its servers. These external services, such as z/ZOSMF or Zowe conformant

extensions, have registered themselves with the APl Mediation Layer.

The API Mediation Layer, acting as an intermediary, validates these certificates. When the APl ML receives a certificate from an

external service, it examines each certificate in the certificate chain and compares it to the certificates in the truststore.

By leveraging the truststore, Zowe ensures that only trusted and authorized external services can establish communication with

its servers.

SAF Keyring

An alternative to certificate storage with keystores and trustores is to use a SAF Keyring. Use of a SAF Keyring is more secure than
PKCS12 files. This SAF keyring method also makes it possible to import an existing certificate or generate new certificates with Top
Secret, ACF2, and RACF.

For details about SAF Keyring, see the documentation APl ML SAF Keyring in the article Certificate management in Zowe API
Mediation Layer.


https://docs.zowe.org/stable/extend/extend-apiml/certificate-management-in-zowe-apiml
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Zowe User Authentication

The API Mediation Layer provides multiple methods which clients can use to authenticate.

Authentication with JSON Web Tokens (JWT)

e Authentication with client certificates

e Authentication with Personal Access Token (PAT)
e Authentication with SAF Identity Tokens

e Multi-factor authentication (MFA)

e Certificate Authority Advanced Authentication Mainframe (CA AAM)

Authentication with JSON Web Tokens(JWT)

When the user successfully authenticates with the API ML, the client receives a JWT token in exchange. This token can be used by the
client to access REST services behind the APl ML Gateway and also for subsequent user authentication. The access JWT Token is
signed with the private key that is configured in the Zowe Identity Provider's certificate store, regardless of whether the token is in a
keystore or keyring.

To utilize Single-Sign-On (SSO), the Zowe API ML client needs to provide an access token to API services in the form of the cookie

apimlAuthenticationToken, or in the Authorization: Bearer HTTP header as described in this authenticated request example.

Authentication with client certificates

If the keyring or a truststore contains at least one valid certificate authority (CA) other than the CA of the API ML, it is possible to use
client certificates issued by this CA to authenticate to the API ML.

For more information, see the Authentication for APl ML services documentation

Authentication with Personal Access Token (PAT)

A Personal Access Token (PAT) is a specific scoped JWT with a configurable validity duration. The PAT authentication method is an
alternative to using a client certificate for authentication. It is disabled by default. To enable this functionality, see the configuration

documentation.
Benefits of PAT

e lLong-lived. The maximum validity is 90 days.
e Scoped. Users are required to provide a scope. It is only valid for the specified services.

e Secure. If a security breech is suspected, the security administrator can invalidate all the tokens based on criteria as established
by rules.

For more information about PAT, see the Personal Access Token documentation.


https://docs.zowe.org/stable/user-guide/systemrequirements-zos#single-sign-on-sso
https://github.com/zowe/sample-spring-boot-api-service/blob/master/zowe-rest-api-sample-spring/docs/api-client-authentication.md#authenticated-request
https://docs.zowe.org/stable/extend/extend-apiml/authentication-for-apiml-services
https://docs.zowe.org/stable/user-guide/api-mediation/api-gateway-configuration#personal-access-token
https://docs.zowe.org/stable/user-guide/api-mediation/api-mediation-personal-access-token

Authentication with SAF Identity Tokens

The SAF Authentication Provider allows the APl Gateway to authenticate the user directly with the z/OS SAF provider that is installed

on the system.

For more information about configuring the token, see the Configure signed SAF Identity tokens (IDT) documentation.

Multi-factor authentication (MFA)

Multi-factor authentication is provided by third-party products which Zowe is compatible with. The following are known to work with

Zowe:

e CA Advanced Authentication Mainframe

e |BM Z Multi-Factor Authentication.

Additionally, Zowe API ML can be configured to accept OIDC/OAuth2 user authentication tokens. In this particular case, MFA support
is built into the OIDC provider system. It does not rely on the mainframe MFA technology, but is equally secure.

For details about multi-factor authentication, see the MFA documentation here.

Certificate Authority Advanced Authentication Mainframe (CA AAM)

To add a dynamic element to the authentication, you can configure the Certificate Authority Advanced Authentication Mainframe to
enable multi-factor authentication. For more information about CA AAM, see the Advanced Authentication Mainframe

documentation.


https://docs.zowe.org/stable/user-guide/configure-zos-system#configure-signed-saf-identity-tokens-idt
https://techdocs.broadcom.com/us/en/ca-mainframe-software/security/ca-advanced-authentication-mainframe/2-0.html
https://www.ibm.com/products/ibm-multifactor-authentication-for-zos
https://docs.zowe.org/stable/user-guide/mvd-configuration#multi-factor-authentication-configuration
https://techdocs.broadcom.com/us/en/ca-mainframe-software/security/ca-advanced-authentication-mainframe/2-0.html
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High Availability

A production instance of Zowe needs to run in a High Availability setup to achieve the necessary availability. To deploy Zowe in high
availability (HA) mode, it is necessary to set up a Parallel Sysplex® environment. A Parallel Sysplex is a cluster of z/OS® systems that

cooperatively use certain hardware and software components to achieve a high-availability workload processing environment.

Sysplex architecture and configuration

Sysplex is required to make sure multiple Zowe instances can work together. For more information, see Configuring Sysplex for high
availability.

To enable high availability when Zowe runs in Sysple, it is necessary to meet the following requirements:

e The Zowe instance is installed on every LPAR.

e The API services are registered to each Zowe instance.

e A shared file system is created between LPARs in Sysplex. See How to share file systems in a Sysplex.
e 7z/OSMF High Availability mode is configured. See Configuring z/OSMF high availability in Sysplex.

e The instance on every LPAR is started.
Configuration with high availability

The configuration for the specific instance is composed of the defaults in the main section and the overrides in the haInstances

section of the zowe.yaml configuration file.

In this section, ha-instance represents any Zowe high availability instance ID. Every instance has an internal id and a section with
overrides compared to the main configuration in the beginning of the zowe.yaml file. For more information, see Zowe YAML

configuration reference.

Caching service setup and configuration

Zowe uses the Caching Service to centralize the state data persistent in high availability (HA) mode. This service can be used to share

information between services.
If you are running the Caching Service on z/OS, there are three storage methods with their own characteristics:

e VSAM

o Familiar to z/OS engineers
o Slow

e Redis

o Needs to run in Distributed world separately
o Good for Kubernetes deployment

¢ Infinispan (recommended)

o Part of the Caching service

o Does not need separate processes


https://docs.zowe.org/stable/user-guide/configure-sysplex
https://www.ibm.com/docs/en/zos/2.4.0?topic=planning-sharing-file-systems-in-sysplex
https://docs.zowe.org/stable/user-guide/systemrequirements-zosmf-ha
https://docs.zowe.org/stable/appendix/zowe-yaml-configuration#yaml-configurations---hainstances
https://docs.zowe.org/stable/user-guide/configure-caching-service-ha
https://docs.zowe.org/stable/extend/extend-apiml/api-mediation-redis#redis-configuration
https://docs.zowe.org/stable/extend/extend-apiml/api-mediation-infinispan#infinispan-configuration

o Highly performant
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Glossary of Zowe terminology

This glossary is part of a growing list of terms and concepts used in the Zowe ecosystem of projects.

This reference includes both technical as well as organizational terms that are specific to Zowe, the award-winning open source
initiative part of the Linux Foundation's Open Mainframe Project (OMP).

Not finding something you are looking for? Send a message to the Zowe Docs squad in the #zowe-doc Slack channel to discuss
updating this glossary.

Core Zowe Projects

API Mediation Layer (APl ML)

Provides a reverse proxy and enables REST APIs by providing a single point of access for mainframe service REST APIs like MVS Data
Sets, JES, as well as working with z/OSMF. It has dynamic discovery capability for these services and Gateway is also responsible for
generating the authentication token used to provide single sign-on (SSO) functionality.

Zowe Application Framework

Modernizes and simplifies working on the mainframe via a web visual interface. Functionality is provided through apps and a desktop
user experience called the Zowe Desktop. Base functionality includes apps to work with JES, MVS Data Sets, Unix System Services, as

well as a 3270 Terminal, Virtual Terminal, and an Editor.

Zowe CLI

Provides a command-line interface that lets you interact with the mainframe remotely and use common tools such as Integrated
Development Environments (IDEs), shell commands, bash scripts, and build tools for mainframe development. The core set of
commands includes working with data sets, USS, JES, as well as issuing TSO and console commands. The Zowe CLI is incredibly

popular in modern mainframe education.

Zowe client projects

Includes all the Zowe projects that are installed on the user's PC. Also known as Zowe client-side projects.

Zowe Client SDKs

Allow extenders to build applications on top of existing programmatic APIs such as z/OSMF. Currently supported client SDKs include
Node.js (core), Kotlin/z/OSMF, Python, Swift, and Java.

Zowe Explorer

A Visual Studio Code extension that modernizes the way developers and system administrators interact with z/OS mainframes. Zowe
Explorer lets you interact with data sets, USS files, and jobs that are stored on z/OS. Zowe Explorer is incredibly popular in modern

mainframe education.

Zowe server components


https://openmainframeproject.slack.com/archives/CC961JYMQ

Includes all the Zowe components that are installed on z/OS. Also known as Zowe z/OS components or Zowe server-side components.

Zowe Systems Services Server (ZSS)

Working closely with ZIS, ZSS serves as one of the primary, authenticated back-ends that communicates with z/OS and provides
Zowe with a number of APIs: z/OS Unix files and data sets, control of the plug-ins and services lifecycle, security management, etc.

The Zowe Desktop especially delegates a number of its services to ZSS which it accesses through the default http port 7557.

ZSS is written in C and uses native calls to z/OS to provide its services.

Architecture and other components

API Catalog

Displays API services that have been discovered by the APl Mediation Layer.
API Discovery Service

As the central repository of active services in the APl Mediation Layer ecosystem, it continuously collects and aggregates service
information to provide status updates. This enables the discoverability of services.

API Gateway

A proxy server that routes requests from clients on its northbound edge (such as web browsers or Zowe CLI) to servers on its

southbound edge that are able to provide data to serve the request.
Also responsible for generating the authentication token used to provide single sign-on (SSO) functionality.

Caching Service

Designed for Zowe components in a high availability (HA) configuration. It supports the HA of all components within Zowe, allowing
components to be stateless by providing a mechanism to offload their state to a location accessible by all instances of the service,
including those which just started.

Configuration Manager

Works closely with the Zowe Launcher to manage the configuration of Zowe across its lifecycle. Interacted with primarily via zwe

command

Core component

The definition of a core component is governed by the Technical Steering Committee (TSC), but typically, it is a packaged,

foundational piece that is part of base Zowe.

From the perspective of a conformant support provider, providing support for Zowe refers to providing support for each core

component of Zowe (although a provider may place their own limitations on what they support).

A core component is usually actively maintained by one or more squads. A component has a component manifest file that helps
identify it with the rest of Zowe.

Explorer


https://docs.zowe.org/stable/appendix/server-component-manifest/

When used by itself, it often refers to the core Zowe component for Visual Studio Code, Zowe Explorer. However, the term Explorer is

a part of multiple titles across Zowe.

Extension

Generally used to describe additional, non-default Zowe plug-ins or components. See plug-in for additional context.
Imperative CLI Framework

Also known as Imperative, the code framework that is used to build plug-ins for Zowe CLI.

Plug-in

A more general term used to describe a modular piece of some component. Depending on component or squad context, a plug-in is

sometimes referred to as an app, extension, plug-in, etc.

A component may have multiple plug-ins, sometimes working together to form a single purpose or user experience, but an

individual plug-in belongs to a single component. See extension for additional context.

Service

A service provides one or more APIs, and is identified by a service ID. Note that sometimes the term service name can be used to
mean service ID.

The default service ID is provided by the service developer in the service configuration file. A system administrator can replace the
service ID with a deployment environment specific name using additional configuration that is external to the service deployment
unit. Most often, this is configured in a JAR or WAR file.

Services are deployed using one or more service instances, which share the same service ID and implementation.

Web Explorers

A suite of web apps on the Zowe Desktop that are part of the Zowe Application Framework and the core Zowe server installation.
They include the JES, MVS, USS, and IP Explorers. Not related to Zowe Explorer.

ZIS (Zowe Interprocess Services)

An APF-authorized server application that provides privileged services to Zowe in a secure manner. For security reasons, it is not an

HTTP server. Instead, this server has a trust relationship with ZSS.

Other Zowe components can work through ZSS in order to handle z/OS data that would otherwise be unavailable or insecure to

access from higher-level languages and software.

zLUX (V1 only)

This is an older, no-longer-used name for the Zowe Application Framework. Note that unreasonable-to-change references still exist

(such as GitHub repository names). Other synonyms/similar names include MVD (Mainframe Virtual Desktop) and zlux.

Zowe App Server

Refers to the Node.js-powered Application Server and is part of the Zowe Application Framework core project. It hosts the web

content of the Application Framework, and provides the Zowe Desktop, which is accessible through a web browser.



Zowe Chat

An incubator focused on working with the mainframe from popular chat clients such as Mattermost®, Microsoft Teams®, and
Slack®.

Zowe Component

Zowe is a collection of both client and server code. You can install only some of Zowe, or all of it, depending on your needs. Zowe

splits the major sections of the code into components, with each serving an important purpose.

Server components are packaged in a standardized way to include all services and plug-ins in one deliverable. Extensions to Zowe
can also be delivered as third-party server components. For more information about how these extensions can use a manifest file, see

Zowe component manifest.

Zowe Desktop

Refers to the desktop Ul that is part of the Zowe Application Framework core component. The Zowe Desktop includes a number of
apps that run inside the App Framework, such as JES, MVS, and USS Explorers, as well as a 3270 Terminal, Virtual Terminal, and an
Editor.

Zowe Embedded Browser for RMF/SMF and APIs (ZEBRA)

Provides re-usable and industry-compliant JSON-formatted RMF/SMF data records so that other ISV SW and users can exploit them
using open-source SW for many ways. For more information, see the ZEBRA documentation or visit the ZEBRA demo site.

Zowe install packaging

The set of programs (for example, zwe command) and utilities (for example, JCL, scripts) which manage the Zowe server

configuration and components. The infrastructure standardizes the packaging of components and controls how they are started,
stopped, and how configuration is provided to them.

Zowe IntelliJ Plug-in
Uses the Intelli) IDE to provide the ability to work with z/OS data sets and USS files, and to explore and manage JES jobs.
Zowe Launcher

A server-side program necessary for high availability/fault tolerance (HA/FT). It starts the Zowe server components and monitors their
processes so that if a component fails to start or crashes, the launcher restarts it. The restarting of a component has limits to prevent

loops in case of a component that has uncorrectable problems.

Community
Open Mainframe Project (OMP)

An organization which hosts and promotes development of open source software for the benefit of the IBM z mainframe community,
including but not limited to z/OS. Zowe(.org) is one of several programs in this project. See the Open Mainframe Project website for

more information.

Squad


https://docs.zowe.org/stable/extend/packaging-zos-extensions/#zowe-component-manifest
https://github.com/zowe/zebra/tree/main/Documentation
https://zebra.talktothemainframe.com:3390/
https://www.openmainframeproject.org/

A group of people contributing and participating in the Zowe project. Such a group owns one or more projects.

Every squad is required to have a representative on the Technical Steering Committee (TSC), and participate in relevant working

groups. For more information about active Zowe squads, see Current squads.

Technical Steering Committee (TSC)

The governing body that is responsible for the overall planning, development, and technical feedback assessment of Zowe. The TSC
meets every Thursday to go over squad updates and discuss issues regarding the Zowe initiative. To get notified of upcoming

meetings and agendas, join the TSC Slack channel.

Zowe Conformance Program

The Zowe Support Provider Conformance Program gives vendors the ability to showcase their Zowe support competencies via well

defined criteria. It is administered by the Linux Foundation and Open Mainframe Project.

Installation and configuration

Convenience build

The Zowe installation file for Zowe z/OS components that is distributed as a PAX file in z/OS Unix and contains the runtimes and

scripts to install and launch the z/OS runtime. It is the most common method to install Zowe.

Extension directory

The standard z/OS Unix directory where Zowe extensions, or additional components, plug-ins, etc., outside the default install are

stored. It is specified in the Zowe configuration file via zowe.extensionDirectory.

Instance.env (V1 only)

The Zowe instance directory contains a instance.env file that stores the Zowe configuration data. The data is read each time Zowe
is started. You can modify instance.env to configure the Zowe runtime. For more information about updating this configuration

data, see Updating the instance.env configuration file.
Log directory

The standard z/OS Unix directory where Zowe logs are stored. It is specified in the Zowe configuration file via zowe.logDirectory.

OMVS

Use of z/OS UNIX services requires a z/OS UNIX security context, referred to as an OMVS segment, for the user ID associated with

any unit of work requesting these services. To learn more consult IBM Documentation.

Runtime directory

The z/OS Unix directory for the Zowe runtime, specified in the Zowe configuration file via zowe.runtimeDirectory . Also the parent

directory of the zwe command.

SMP/E


https://github.com/Zowe/community/blob/master/Technical-Steering-Committee/squads.md#current-squads
https://openmainframeproject.slack.com/archives/C01H6CY0ZD1
https://docs.zowe.org/V1.28.x/user-guide/configure-instance-directory#updating-the-instanceenv-configuration-file
https://www.ibm.com/docs/en/zos/2.5.0?topic=profiles-omvs-segment-in-user

The Zowe installation for Zowe z/OS components that is distributed as an SMP/E package, identified by FMID, and contains the
runtimes and the scripts to install and launch the z/OS runtime. The initial package is installed and then a PTF is applied. It is the

second most common method to install Zowe.

SMP/E with z/OSMF workflow

A similar process as SMP/E, except done through the z/OSMF web interface as a Zowe SMP/E workflow. It is the third most common

way to install Zowe.

Started task (STC)

A type of runnable/running program on z/OS and is the primary way of running Zowe. For more information about when to use

started tasks, see Determining whether to use a started task.
Zowe V2 has two started tasks:

e ZWESLSTC: The primary Zowe STC. In Zowe V1, it was just the HA/FT primary STC.
e ZWESISTC: The STC for the Zowe cross memory server (referred to as ZIS, formally XMEM)
e ZWESVSTC (outdated): V1 only

Workspace directory

The standard z/OS Unix directory where Zowe server component and extension configuration is stored. In V1, this was located within

the instance directory. In V2 it is specified in the Zowe configuration file via zowe.workspaceDirectory.

Zowe configuration file

The Zowe V2 replacement for instance.env in V1. The Zowe configuration file is a YAML file that is required to configure the Zowe

runtime. It is used across every step in Zowe, from configuration to install to start.
Sometimes referred to as the Zowe.yaml file. For more information on various attributes, see Zowe YAML configuration file reference.

Zowe instance directory (V1 only)

Also known as <INSTANCE_DIR>. Contains information that is specific to a launch of Zowe. It contains configuration settings that
determine how an instance of the Zowe server is started, such as ports that are used or paths to dependent Java and Node.js

runtimes.

The instance directory also contains a log directory where different microservices write trace data for diagnosis, as well as a

workspace and shell scripts to start and stop Zowe.

Zowe runtime

Refers to the full, unarchived set of binaries, executable files, scripts, and other elements that are run when Zowe is started.

Security

For an overview of security in Zowe, see the Zowe Security policy on zowe.org.

Sample library


https://docs.zowe.org/stable/appendix/zowe-glossary#smp/e
https://www.ibm.com/docs/en/zos/2.1.0?topic=tasks-determining-whether-use-started-task
https://docs.zowe.org/stable/appendix/Zowe-yaml-configuration/
https://www.zowe.org/security

The cross memory server runtime artifacts, the JCL for the started tasks, the parmlib, and members containing sample configuration
commands are found in the SZWESAMP PDS sample library. For more information, see PDS sample library and PDSE load library.

ZWEADMIN
A user group on the system that ZWESVUSR and ZWESIUSR should belong to. It must have a valid OMVS segment.
ZWESIUSR

A started task ID used to run the PROCLIB ZWESISTC that launches the cross memory server (also known as ZIS). It must have a valid
OMVS segment. For more information, see ZWESIUSR requirements.

ZWESVUSR

A started task ID used to run the PROCLIB ZWESVSTC. The task starts a USS environment using BPXBATSL that executes server
components such as the Application Framework, the API ML, and ZSS. To work with USS, the user ID ZWESVUSR must have a valid
OMVS segment. For more information, see ZWESVUSR requirements.

Plug-ins and extensions

API Mediation Layer

API Catalog

Displays API services that have been discovered by the APl Mediation Layer.

Zowe Application Framework

3270 Terminal

An applicationin the Zowe Desktop that provides a user interface that emulates the basic functions of IBM 3270 family terminals.
File Tree

Formally known as the File Explorer, the FT refers to a re-usable widget existing in multiple apps across the Zowe Desktop to display
z/OS Unix files and data sets.

IP Explorer

An application in the Zowe Desktop you can use to monitor the TCP/IP stacks, and view active connections and reserved ports.
JES Explorer

An application in the Zowe Desktop to interact with z/OS UNIX files.

MVS (Multiple Virtual Storage) Explorer

An application in the Zowe Desktop to interact with z/OS data sets. Though still supported, active development has been moved to
the Zowe Editor.

USS Explorer


https://docs.zowe.org/stable/user-guide/configure-xmem-server/#pds-sample-library-and-pdse-load-library
https://docs.zowe.org/stable/user-guide/systemrequirements-zos/#zwesiusr
https://docs.zowe.org/stable/user-guide/systemrequirements-zos#zwesvusr

An application in the Zowe Desktop to interact with z/OS UNIX files. Though still supported, active development has been moved to
the Zowe Editor.

Virtual (VT) Terminal
An application in the Zowe Desktop that provides a user interface that emulates the basic functions of DEC VT family terminals.

Zowe Editor

An application in the Zowe Desktop to interact with z/OS data sets and Unix files. It uses the File Tree.

Zowe CLI Extensions
IBM® CICS® Plug-in for Zowe CLI
Extends the Zowe CLI to interact with CICS programs and transactions.

IBM® Db2® Plug-in for Zowe CLI

Enables interaction with Db2 for z/OS to perform tasks through Zowe CLI and integrate with modern development tools.

Use and development

API Mediation Layer

Micronaut Enabler

A guide which helps to simplify the process of onboarding a REST service with the APl ML, using Micronaut and Gradle.
Node.js Enabler

An NPM package which helps to simplify the process of onboarding a REST service written in Node.js with the APl ML.

Plain Java Enabler (PJE)

A library which helps to simplify the process of onboarding a REST service with the APl ML, serving the needs of Java developers who

are not using either Spring Boot, Spring Framework, or Spring Cloud Netflix.

Sprint Boot Enablers

A collection of enablers which help to simplify the process of onboarding a REST service with the API ML using various versions of

Spring framework.

Zowe Application Framework
Accessing the Desktop

The Zowe Desktop is accessed through the APl ML. The Desktop URL uses the following format:

App2App


https://micronaut.io/
https://gradle.org/

A feature of the Zowe environment where one application plug-in can communicate with another. The Zowe Application Framework

provides constructs that facilitate this ability. For more information, see Application-to-application communication.

Config Service

A part of the Application Framework which allows plug-ins and the framework itself to store user configuration as JSON or binary
formats. The configuration is stored in a hierarchy in which company-wide and system-wide defaults can exist for all users, and users
may override the defaults if policy allows it. What can be stored and what can be overridden depends on plug-in definition and

administrative configuration.


https://docs.zowe.org/stable/extend/extend-desktop/mvd-apptoappcommunication
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Zowe FAQ

Check out the following FAQs to learn more about the purpose and function of Zowe™.

e Zowe FAQ
e Zowe CLI FAQ
e Zowe Explorer FAQ

Zowe FAQ

What is Zowe?

¥ Click to hide answer

Zowe is an open source project within the Open Mainframe Project that is part of The Linux Foundation. The Zowe project

provides modern software interfaces on IBM z/OS to address the needs of a variety of modern users. These interfaces include a
new web graphical user interface, a script-able command-line interface, extensions to existing REST APIs, and new REST APIs on
z/OS.

Who is the target audience for using Zowe?

-

¥ Click to hide answer

Zowe technology can be used by a variety of mainframe IT and non-IT professionals. The target audience is primarily application
developers and system programmers, but the Zowe Application Framework is the basis for developing web browser interactions
with z/OS that can be used by anyone.

What language is Zowe written in?

~ Click to hide answer

Zowe consists of several components. The primary languages are Java and JavaScript. Zowe CLI and Desktop are written in

TypeScript. ZSS is written in C, while the cross memory server is written in metal C.

What is the licensing for Zowe?

¥ Click to hide answer

Zowe source code is licensed under EPL2.0. For license text click here and for additional information click here.


https://www.openmainframeproject.org/
https://www.linuxfoundation.org/
https://www.eclipse.org/org/documents/epl-2.0/EPL-2.0.txt
https://www.eclipse.org/legal/epl-2.0/faq.php

In the simplest terms (taken from the FAQs above) - "...if you have modified EPL-2.0 licensed source code and you distribute that

code or binaries built from that code outside your company, you must make the source code available under the EPL-2.0."

Why is Zowe licensed using EPL2.0?

¥ Click to hide answer

The Open Mainframe Project wants to encourage adoption and innovation, and also let the community share new source code

across the Zowe ecosystem. The open source code can be used by anyone, provided that they adhere to the licensing terms.

What are some examples of how Zowe technology might be used by z/0S products and
applications?

¥ Click to hide answer

The Zowe Desktop (web user interface) can be used in many ways, such as to provide custom graphical dashboards that monitor
data for z/OS products and applications.

Zowe CLI can also be used in many ways, such as for simple job submission, data set manipulation, or for writing complex scripts
for use in mainframe-based DevOps pipelines.

The increased capabilities of RESTful APIs on z/OS allows APIs to be used in programmable ways to interact with z/OS services.

What is the best way to get started with Zowe?

¥ Click to hide answer

Zowe provides a convenience build that includes the components released-to-date, as well as IP being considered for
contribution, in an easy to install package on Zowe.org. The convenience build can be easily installed and the Zowe capabilities
seen in action.

To install the complete Zowe solution, see Installing Zowe.

To get up and running with the Zowe CLI component quickly, see Zowe CLI quick start.

What are the prerequisites for Zowe?

-

¥ Click to hide answer



https://zowe.org/
https://docs.zowe.org/stable/user-guide/installandconfig
https://docs.zowe.org/stable/getting-started/cli-getting-started

Prerequisites vary by component used, but in most cases the primary prerequisites are Java and NodeJS on z/OS and the z/OS
Management Facility enabled and configured. For a complete list of software requirements listed by component, see System

requirements for z/OS components and System requirements for Zowe CLI.

What's the difference between using Zowe with or without Docker?

¥ Click to hide answer

Docker is a download option for Zowe that allows you to run certain Zowe server components outside of z/OS. The Docker
image contains the Zowe components that do not have the requirement of having to run on z/OS: The App server, API
Mediation Layer, and the USS/MVS/JES Explorers.

Configurating components with Docker is similar to the procedures you would follow without Docker, however tasks such as
installation and running with Docker are a bit different, as these tasks become Linux oriented, rather than utilizing Jobs and
STCs.

NOTE: z/OS is still required when using the Docker image. Depending on which components of Zowe you use, you'll still need
to set up z/OS Management Facility as well as Zowe's ZSS and Cross memory servers.

Is the Zowe CLI packaged within the Zowe Docker download?

¥ Click to hide answer

At this time, the Docker image referred to in this documentation contains only Zowe server components. It is possible to make a
Docker image that contains the Zowe CLI, so additional Zowe content, such as the CLI, may have Docker as a distribution option
later.

If you are interested in improvements such as this one, please be sure to express that interest to the Zowe community!

Does ZOWE support z/OS ZIIP processors?

r

¥ Click to hide answer

Only the parts of Zowe that involve Java code are ZIIP enabled. The API Mediation Layer composed of the APl Gateway,
Discovery and Catalog servers along with any Java-based services that work with them such as the Jobs and Datasets servers are
ZIIP enabled. Also, the CLI and VSCode Explorer make large use of zZOSMF, which is Java so they are ZIIP enabled as well. More

details on portions of Zowe which are Java (ZIIP) enabled can be found here.



https://docs.zowe.org/stable/user-guide/systemrequirements-zos
https://docs.zowe.org/stable/user-guide/systemrequirements-cli
https://docs.zowe.org/stable/getting-started/zowe-architecture#zowe-architecture

This leaves C and NodelS code which are not ZIIP enabled, BUT, we have a tech preview available currently that allows execution
of Java as well as NodeJS code, on Linux or zLinux via Docker. With the tech preview, only the C code remains on z/OS, which is
not ZIIP enabled.

How is access security managed on z/0S?

¥ Click to hide answer

Zowe components use typical z/OS System authorization facility (SAF) calls for security.

How is access to the Zowe open source managed?

¥ Click to hide answer

The source code for Zowe is maintained on an Open Mainframe Project GitHub server. Everyone has read access. "Committers"
on the project have authority to alter the source code to make fixes or enhancements. A list of Committers is documented in

Committers to the Zowe project.

How do I get involved in the open source development?

¥ Click to hide answer

The best way to get started is to join a Zowe Slack channel and/or email distribution list and begin learning about the current

capabilities, then contribute to future development.

For more information about emailing lists, community calendar, meeting minutes, and more, see the Zowe Community GitHub

repo.

For information and tutorials about extending Zowe with a new plug-in or application, see Extending on Zowe Docs.

When will Zowe be completed?

¥ Click to hide answer

Zowe will continue to evolve in the coming years based on new ideas and new contributions from a growing community.

Can | try Zowe without a z/OS instance?

¥ Click to hide answer


https://www.zowe.org/download.html
https://github.com/zowe/community/blob/master/COMMITTERS.md
https://slack.openmainframeproject.org/
https://github.com/zowe/community/blob/master/README.md
https://docs.zowe.org/stable/extend/extend-apiml/onboard-overview

IBM has contributed a free hands-on tutorial for Zowe. Visit the Zowe Tutorial page to learn about adding new applications to

the Zowe Desktop and and how to enable communication with other Zowe components.

The Zowe community is also currently working to provide a vendor-neutral site for an open z/OS build and sandbox

environment.

Zowe is also compatible with IBM z/OSMF Lite for non-production use. For more information, see Configuring z/OSMF Lite on

Zowe Docs.

Zowe CLI FAQ

Why might | use Zowe CLI versus a traditional ISPF interface to perform mainframe tasks?

¥ Click to hide answer

For developers new to the mainframe, command-line interfaces might be more familiar than an ISPF interface. Zowe CLI lets
developers be productive from day-one by using familiar tools. Zowe CLI also lets developers write scripts that automate a
sequence of mainframe actions. The scripts can then be executed from off-platform automation tools such as Jenkins
automation server, or manually during development.

With what tools is Zowe CLI compatible?

¥ Click to hide answer

Zowe CLl is very flexible; developers can integrate with modern tools that work best for them. It can work in conjunction with
popular build and testing tools such as Gulp, Gradle, Mocha, and Junit. Zowe CLI runs on a variety of operating systems,

including Windows, macOS, and Linux. Zowe CLI scripts can be abstracted into automation tools such as Jenkins and TravisCl.

Where can | use the CLI?

-

¥ Click to hide answer

Usage Scenario Example

Interactive use, in a command

) Perform one-off tasks such as submitting a batch job.
prompt or bash terminal.

) ) . Download a data set, make local changes in your editor, then upload the changed
Interactive use, in an IDE terminal

dataset back to the mainframe.



https://developer.ibm.com/tutorials/zowe-step-by-step-tutorial/
https://docs.zowe.org/stable/user-guide/systemrequirements-zosmf-lite

Usage Scenario Example

o o o Write a shell script that submits a job, waits for the job to complete, then returns the
Scripting, to simplify repetitive tasks

output.
Scripting, for use in automated Add a script to your Jenkins (or other automation tool) pipeline to move artifacts
pipelines from a mainframe development system to a test system.

Which method should | use to install Zowe CLI?

¥ Click to hide answer

You can install Zowe CLI using the following methods:

e Local package installation: The local package method lets you install Zowe CLI from a zipped file that contains the core
application and all plug-ins. When you use the local package method, you can install Zowe CLI in an offline environment.

We recommend that you download the package and distribute it internally if your site does not have internet access.

e Online NPM registry: The online NPM (Node Package Manager) registry method unpacks all of the files that are necessary
to install Zowe CLI using the command line. When you use the online registry method, you need an internet connection to

install Zowe CLI

How can | get Zowe CLI to run faster?

¥ Click to hide answer

e Zowe CLI runs significantly faster when you run it in daemon mode. Daemon mode significantly improves the performance
of Zowe CLI commands by running Zowe CLI as a persistent background process. For more information, see Using daemon

mode.

How can | manage profiles for my projects and teams?

¥ Click to hide answer

e Zowe CLI V2 introduces team profiles. Using team profiles helps to improve the initial setup of Zowe CLI by making service

connection details easier to share and easier to store within projects. For more information, see Using team profiles.

How can | get help with using Zowe CLI?

¥ Click to hide answer


https://docs.zowe.org/stable/user-guide/cli-using-using-daemon-mode
https://docs.zowe.org/stable/user-guide/cli-using-using-team-profiles

e You can get help for any command, action, or option in Zowe CLI by issuing the command 'zowe --help'.

e For information about the available commands in Zowe CLI, see Command Groups.

¢ [f you have questions, the Zowe Slack space is the place to ask our community!

How can | use Zowe CLI to automate mainframe actions?

¥ Click to hide answer

e You can automate a sequence of Zowe CLI commands by writing bash scripts. You can then run your scripts in an
automation server such as Jenkins. For example, you might write a script that moves your Cobol code to a mainframe test
system before another script runs the automated tests.

e Zowe CLI lets you manipulate data sets, submit jobs, provision test environments, and interact with mainframe systems and

source control management, all of which can help you develop robust continuous integration/delivery.

How can | contribute to Zowe CLI?

¥ Click to hide answer

As a developer, you can extend Zowe CLI in the following ways:
e Build a plug-in for Zowe CLI
e Contribute code to the core Zowe CLI

e Fix bugs in Zowe CLI or plug-in code, submit enhancement requests via GitHub issues, and raise your ideas with the

community in Slack.

Note: For more information, see Developing for Zowe CLI.

Zowe Explorer FAQ

Why might | use Zowe Explorer versus a traditional ISPF interface to perform mainframe tasks?

¥ Click to hide answer

The Zowe Explorer VSCode extension provides developers new to the mainframe with a modern Ul, allowing you to access and
work with the data set, USS, and job functionalities in a fast and streamlined manner. In addition, Zowe Explorer enables you to
work with Zowe CLI profiles and issue TSO/MVS commands.

How can I get started with Zowe Explorer?


https://docs.zowe.org/stable/user-guide/cli-using-understanding-core-command-groups
https://openmainframeproject.slack.com/
https://docs.zowe.org/stable/extend/extend-cli/cli-devTutorials#how-can-i-contribute

¥ Click to hide answer

First of all, make sure you fulfill the following Zowe Explorer software requirements:

e Get access to z/OSMF.
e |nstall VSCode.
e Configure TSO/E address space services, z/OS data set, file REST interface, and z/OS jobs REST interface. For more

information, see z/OS Requirements.

e For development, install Node.js v14.0 or later.

Once the software requirements are fulfilled, create a Zowe Explorer profile.
Follow these steps:

1. Navigate to the explorer tree.
2. Click the + button next to the DATA SETS, USS, or JOBS bar.
3. Select the Create a New Connection to z/OS option.

4. Follow the instructions, and enter all required information to complete the profile creation.

You can also watch Getting Started with Zowe Explorer to understand how to use the basic features of the extension.

Where can | use Zowe Explorer?

¥ Click to hide answer

You can use Zowe Explorer either in VSCode or in Theia. For more information about Zowe Explorer in Theia, see Developing for
Theia.

How do | get help with using Zowe Explorer?

-

¥ Click to hide answer

e Use the Zowe Explorer channel in Slack to ask the Zowe Explorer community for help.

e Open a question or issue directly in the Zowe Explorer GitHub repository.

How can | use Secure Credential Storage for Zowe Explorer?

-

¥ Click to hide answer

The Secure Credential Store Plug-in is no longer required for Zowe Explorer.



https://code.visualstudio.com/
https://docs.zowe.org/stable/user-guide/systemrequirements-zosmf#z-os-requirements
https://nodejs.org/en/download/
https://www.youtube.com/watch?v=G_WCsFZIWt4
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https://github.com/zowe/vscode-extension-for-zowe/wiki/Developing-for-Theia
https://openmainframeproject.slack.com/archives/CUVE37Z5F
https://github.com/zowe/vscode-extension-for-zowe/issues

Secure credential storage functionality is now contained in the Zowe CLI core application, which stores credentials securely by
default.

What if Secure Credential Storage does not work in my environment?

¥ Click to hide answer

When an environment does not support Secure Credential Storage, it is possible to disable it. See Disabling Secure Credential

Storage of credentials for more information.

What if | do not want Zowe Explorer to store my credentials?

¥ Click to hide answer

Although not recommended in all cases, it is possible to disable Zowe Explorer's credential management functionality. See

Preventing Zowe Explorer from storing_credentials for more information.

What types of profiles can | create for Zowe Explorer?

¥ Click to hide answer

Zowe Explorer V2 supports using Service Profiles, Base Profiles, and Team Profiles. For more information, see Using V1 profiles
and Team configurations in the Using Zowe CLI section.

Is it possible to change the detected language of a file or data set opened in Zowe Explorer?

¥ Click to hide answer

Yes, you can configure Visual Studio Code to use a specific language for a particular file extension or data set qualifier. To set file
associations, see Add a file extension to a language.

How can | use FTP as my back-end service for Zowe Explorer?

¥ Click to hide answer

See the Zowe FTP extension README in GitHub for information about how to install FTP from the Visual Studio Code

Marketplace and use it as your back-end service for working with UNIX files.

How can | contribute to Zowe Explorer?
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https://docs.zowe.org/stable/user-guide/cli-using-using-team-profiles
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https://github.com/zowe/zowe-explorer-ftp-extension/#readme

¥ Click to hide answer

As a developer, you may contribute to Zowe Explorer in the following ways:
¢ Build a Zowe Explorer extension.
e Contribute code to core Zowe Explorer.

e Fix bugs in Zowe Explorer, submit enhancement requests via GitHub issues, and raise your ideas with the community in
Slack.

Note: For more information, see Extending Zowe Explorer.

Zowe IntelliJ plug-in FAQ

Why might | use Zowe IntelliJ plug-in versus a traditional ISPF interface to perform mainframe
tasks?

¥ Click to hide answer

Zowe IntelliJ plug-in allows you to access and work with data sets, members and jobs directly from your IntelliJ-based IDE.

How can | get started with Zowe IntelliJ plug-in?

¥ Click to hide answer

Install the plug-in in your IntelliJ-based IDE directly from marketplace or download it from here.

Where can | use Zowe IntelliJ plug-in?

¥ Click to hide answer

You can use it in any IntelliJ-based IDE.

How do | get help with using Zowe IntelliJ plug-in?

-

¥ Click to hide answer



https://github.com/zowe/vscode-extension-for-zowe/wiki/Extending-Zowe-Explorer
https://plugins.jetbrains.com/plugin/18688-zowe-explorer

You can read detailed user guide and find any information you need here. Also, you can ask any questions in the Zowe Slack
channel #zowe-explorer-intellij.

How can | create, edit and delete z/OSMF connection?

~ Click to hide answer

To create a connection, expand plug-in panel on an IDE sidebar (on the right side of your screen) and press the "wrench"
pictogram, or go to File -> Settings (CTRL+ALT+S), select Zowe Explorer (Zowe IntelliJ plugin) and then switch to the
z/OSMF connection tab. Press the “+" button and fill inn all necessary fields.

How can | contribute to Zowe IntelliJ plug-in?

-

¥ Click to hide answer

If you have something to introduce but there is no related issue in the project repo, then you can either create the issue by
yourself or contact us to help you with it. See more information in the CONTRIBUTION.md file.



https://plugins.jetbrains.com/plugin/18688-zowe-explorer/user-guide
https://openmainframeproject.slack.com/archives/C020BGPSU0M
https://github.com/zowe/zowe-explorer-intellij/blob/main/CONTRIBUTING.md
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Zowe V2 FAQ

Where can | find the V1 and V2 LTS conformance criteria?

The Zowe Squads have prepared XLS spreadsheets with conformance criteria for all Zowe extensions including: CLI, APIs, App
Framework, and Explorer for VS Code. The spreadsheets clearly show the prior / V1 criteria alongside the new / V2 criteria. Please be
aware, there are additions, deletions, and CHANGES to the criteria. In some cases the change is simply that a BEST PRACTICE has
been deemed REQUIRED. Use the included fill color key to identify new changes for V2, reworded changes, or changes from V1
removed in V2. See the Changes to the Conformance Criteria section at Zowe.org/vNext.

Whats the difference between "server.json" and "example-zowe.yaml"?

The previous Zowe V1.x config, "server.json”, has been removed from V2 and has been replaced with a new yaml configuration file.
The app server will no longer support instances/workspaces which only contain a "server.json" config file and will fallback to a default
configuration. In addition to the app server, ZSS will no longer support "server.json".

The yaml Zowe configuration file contains configurations for the setup, install, and initialization of Zowe as well as for individual
components. This file allows users to customize dataset names, security related configs, certificate setup/config, job name & job

prefix, various runtime configs, high availability config, as well as individual component configurations.
For more information on Zowe setup and the yaml configuration, run the following command in the command line:

zwe init --help

What are the new default ports?

Four of the default Zowe ports have changed: the app server, zss, the jobs API, and the files API. The new default app server port is
7556 (previously 8544) and the new zss port is 7557 (previously 8542). The new jobs API port is 7558 (previously 8545) and the new
files APl is 7559 (previously 8547). The JES/USS/MVS Explorer Ul servers have been removed and thus no longer require port
configurations.

How do | access Zowe through the APl Mediation Layer in V2?

In pervious V1.X versions of Zowe, the desktop could be accessed via the APl Medation Layer by navigating to
https://${zowe.externalDomains[0]}:{zowe.externalPort}//ui/v1/z1lux.In Zowe V2, the route to access the desktop has
changed to https://${zowe.externalDomains[@]}:{zowe.externalPort}/z1lux/ui/v1. Such routing structure is applicable to
other clients connected to the APl Gateway. For example, the APl Catalog may be accessed via

https://${zowe.externalDomains[0]}:{zowe.externalPort}/apicatalog/ui/vl.

What new frameworks are supported in V2?


https://www.zowe.org/vnext#conformance-changes

The Zowe app framework now supports the more modern Angular 12, Corejs 3 and Typescript 4.

Why aren't the explorers appearing on my desktop anymore?

By default, the explorers will not longer appear on the desktop if the instance is not configured to use the APl Mediation Layer.
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Release Notes

The release notes for all Zowe releases are published in this section.
Release notes detail all the new features, enhancements, bug fixes, and security vulnerabilities fixed in a particular Zowe release.

Select a Zowe release version on the Table of Contents located on the left of the page to view its release notes.

Accessing older release notes

To access notes for an older release, go to the Zowe Docs Version dropdown menu at the top right of the page and select a release.

The release notes for the selected version display under the Release Notes section in the Table of Contents.
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Version 2.12.0 (October 2023)

Welcome to the Zowe Version 2.12.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this
release.

Download v2.12.0 build: Want to try new features as soon as possible? You can download the v2.12.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.12.0 contains the enhancements that are described in the following topics.

Zowe Application Framework

Zlux App Server

e New versions of the components can change the location of their plug-ins, as the app-server will now re-inspect the plugin

locations on each startup. (#280)

ZLUX Server Framework

e Auth plug-ins that are not requested by any dataservice found at startup are no longer loaded by the server. (#504)

ZSS

e 7SS now defaults to using TLS 1.3, which requires a minimum of zOS Version 2.4 . (#646)

e Added configuration parameter components.zss.agent.https.maxT1ls to control which level of TLS to use, allowing

downgrading to tls 1.2 if desired with value TLSv1.2. (#654)

e Added configuration parameter components.zss.agent.https.trace which can be set to true if desired to capture a GSK

trace, which will be put into the log directory. (#654)

Zowe API Mediation Layer

e Added a Central APl ML registry endpoint to the Cloud Gateway to access an aggregated view of all services from all domains.
(#3076)

e |tis now possible to forward the client certificate from Central Gateway to Domain Gateway in the request header. (#3046)

e You can now register the Gateway to an additional Discovery service. Clients outside of the APl ML cluster can now know about
other gateways to facilitate routing to clusters and domains. (#3068 and #3044)

e You can now verify service SSO support from API ML. (#3054)

Bug fixes

Zowe Version 2.12.0 contains the bug fixes that are described in the following topics.


https://www.zowe.org/download.html
https://github.com/zowe/zlux-app-server/pull/280
https://github.com/zowe/zlux-server-framework/pull/504
https://github.com/zowe/zss/pull/646
https://github.com/zowe/zss/pull/654
https://github.com/zowe/zss/pull/654
https://github.com/zowe/api-layer/issues/3076
https://github.com/zowe/api-layer/issues/3046
https://github.com/zowe/api-layer/issues/3068
https://github.com/zowe/api-layer/issues/3044
https://github.com/zowe/api-layer/issues/3054

Zowe Installation and packaging

e Fixed a rare bug where zwe could hang when running a unix program. (#3590)

Zowe Application Framework
ZLUX App Server
® Removed error message components/app-server/bin/configure.sh 26: .: FSUM6807 expression syntax error seenin
startup of Zowe in Version 2.11.0, caused by incorrect shell syntax. (#283)
Zowe API Mediation Layer

e Fixed normalization of baseuUrl in ZAAS client. (#3123)
e Added the JVM heap configuration to zowe.yaml. (#3087)

e Fixed an error preventing the Catalog Ul to load when a service does not have a required parameter. (#3050)

e Fixed a navigation issue in the Catalog when using the browser back button. (#3135)

Zowe CLI
Zowe CLI (Core)

e Fixed bug where encoding is not passed to the Download USS Directory API. (#1825)

e Bumped Imperative to Version 5.18.2 to fix issues with normalizing newlines on file uploads. (#1815)

e Bumped Secrets SDK to Version 7.18.6 to use core-foundation-rs instead of the now-archived security-framework crate;

to include the edge-case bug fix for Linux; and to resolve build failures for FreeBSD users.

Zowe CLI Imperative Framework

e Fixed normalization on stream chunk boundaries. (#1815)

Vulnerabilities fixed

Zowe discloses fixed vulnerabilities in a timely manner giving you sufficient time to plan your upgrades. Zowe does not disclose the
vulnerabilities fixed in the latest release as we respect the need for at least 45 days to decide when and how you upgrade Zowe.
When a new release is published, Zowe publishes the vulnerabilities fixed in the previous release. For more information about the

Zowe security policy, see the Security page on the Zowe website.
The following security issues were fixed by the Zowe security group in version 2.11.

e (CVE-2023-33546 (BDSA-2023-1535)
e (CVE-2023-34462 (BDSA-2023-1556)
e BDSA-2023-1804
e (CVE-2023-26136


https://github.com/zowe/zowe-install-packaging/pull/3590
https://github.com/zowe/zlux-app-server/pull/283
https://github.com/zowe/api-layer/issues/3123
https://github.com/zowe/api-layer/issues/3087
https://github.com/zowe/api-layer/issues/3050
https://github.com/zowe/api-layer/issues/2998
https://github.com/zowe/zowe-cli/issues/1825
https://github.com/zowe/zowe-cli/issues/1815
https://github.com/zowe/zowe-cli/issues/1815
https://www.zowe.org/security.html
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Version 2.11.0 (September 2023)

Welcome to the Zowe Version 2.11.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this
release.

Download v2.11.0 build: Want to try new features as soon as possible? You can download the v2.11.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.11.0 contains the enhancements that are described in the following topics.

Zowe Installation and Packaging

e Added zowe.sysMessages as a property to the Zowe YAML configuration file. This property is a new array that allows you to

select messages that will be duplicated into the z/OS syslog, when found in Zowe's job log. (#93)

Zowe Application Framework

e The title and description of the app server tile within the API catalog has been updated to be more accurate and detailed.
(#497)

Zowe Common C

e Functions for printing messages to z/0S syslog Via WTO have been added to zos.(#397)

Zowe API Mediation Layer

Swagger is now validated for registered services whereby all endpoints listed in the swagger can be called and give a documented
response. This feature also checks that the API is correctly versioned. (#3039)

Zowe CLI
Zowe CLI (Core)

e Bumped Secrets SDK to 7.18.3. It uses more reliable resolution logic for prebuilds folder; adds static CRT for Windows builds.
(#1791)

e Updated daemon on MacOS to use universal binary which adds support for Apple Silicon. (#1766)

e Added support for mutliple zowe auth login apiml operations on a single zowe config secure call. (#1734)

e Replaced use of node-keytar with the keyring module from @zowe/secrets-for-zowe-sdk. See Secrets SDK for more
information.

e Updated the Imperative Framework to add support for unique cookie identifiers from API ML. (#1734)

e (Created zos-files edit commands to edit a data set or uss file locally. (PR #1672)


https://www.zowe.org/download.html
https://github.com/zowe/launcher/pull/93
https://github.com/zowe/zlux-server-framework/pull/497
https://github.com/zowe/zowe-common-c/pull/391
https://github.com/zowe/api-layer/issues/3039
https://github.com/zowe/zowe-cli/pull/1791
https://github.com/zowe/zowe-cli/pull/1766
https://github.com/zowe/zowe-cli/pull/1734
https://github.com/zowe/zowe-cli/blob/master/packages/secrets/OVERVIEW.md
https://github.com/zowe/zowe-cli/pull/1734
https://github.com/zowe/zowe-cli/pull/1672

Zowe CLI Imperative Framework

e Replaced use of node-keytar with the new keyring module from @zowe/secrets-for-zowe-sdk. See Secrets SDK for more
information. (Zowe CLI #1622)

e Added inSchema property for Profilelnfo to indicate if argument is a known schema argument. (#899)

e Handled unique cookie identifier in the form of dynamic token types. (#966)

e Added a new utility method to ImperativeExpect to match regular expressions. (#966)

e Added support for multiple login operations in a single config secure command execution. (#966)

Bug fixes

Zowe Version 2.11.0 contains the bug fixes that are described in the following topics.

Zowe Installation and Packaging

e Fixed a bug where using recent versions of Java 8 to generate a Zowe PKCS12 keystore would result in an unusable keystore
to zSs and other z/OS software that utilizes GSK / SystemSSL. The fix uses a compatibility option in Java to revert its keystore

generation behavior to prior behavior that worked for Zowe.(#3507)

Zowe Application Framework

e Fixed regression that prevented use of multiple certificatate authorities when specified via the

zowe.certificate.pem.certificateAuthorities section of the Zowe YAML configuration file. (#266)

Zowe API Mediation Layer

e The default value of nonStrictVerifySslCertificatesOfServices is now set to false. (#3029)
e Fixed newlines and SSL error message in z/OSMF validation. (#3024)

e Improvements have been made in z/ZOSMF logging in debug and error handling. (#2998)

Zowe CLI

Zowe CLI (Core)

e Fixed an issue in the Daemon server which prevents users on Windows with uppercase letters in their username from using the
Daemon. (#1765)

e Added a check to the zowe files create data-set command to prevent users from specifying an invalid block size for
sequential data sets with variable block format. (#1439)

e Fixed a failure with the zowe auth logout apiml command that occurred if the user had an invalid or expired token. A user
with an invalid or expired token can use the zowe auth logout apiml command to remove the expired token from their secure
credential storage. (#1734)

e Removed the need to check for basepath when the user was logging out to prevent misleading basePath error when

credentials are invalid. (#1734)

Zowe CLI Imperative Framework


https://github.com/zowe/zowe-cli/blob/master/packages/secrets/OVERVIEW.md
https://github.com/zowe/zowe-cli/issues/1622
https://github.com/zowe/imperative/issues/899
https://github.com/zowe/imperative/pull/996
https://github.com/zowe/imperative/pull/996
https://github.com/zowe/imperative/pull/996
https://github.com/zowe/zowe-install-packaging/pull/3507
https://github.com/zowe/zlux-server-framework/pull/266
https://github.com/zowe/api-layer/issues/3029
https://github.com/zowe/api-layer/issues/3024
https://github.com/zowe/api-layer/issues/2998
https://github.com/zowe/zowe-cli/pull/1765
https://github.com/zowe/zowe-cli/issues/1439
https://github.com/zowe/zowe-cli/pull/1734
https://github.com/zowe/zowe-cli/pull/1734

e Fixed merging of profile properties in profileInfo.createSession. (#1008)
e Fixed an issue to now allow a user to run the zowe auth logout apiml command multiple times without failing. (#966)

e Updated the auto-init command to prevent an unwanted second login request if the user already has a token. (#966)

Vulnerabilities fixed

Zowe discloses fixed vulnerabilities in a timely manner giving you sufficient time to plan your upgrades. Zowe does not disclose the
vulnerabilities fixed in the latest release as we respect the need for at least 45 days to decide when and how you upgrade Zowe.
When a new release is published, Zowe publishes the vulnerabilities fixed in the previous release. For more information about the

Zowe security policy, see the Security page on the Zowe website.
The following security issues were fixed by the Zowe security group in version 2.10.

e BDSA-2023-1491

e (CVE-2023-33546

e (CVE-2022-1471 (BDSA-2022-3447)
e BDSA-2023-0953

e (CVE-2023-20883 (BDSA-2023-1225)
e (CVE-2023-20873


https://github.com/zowe/imperative/issues/1008
https://github.com/zowe/imperative/pull/996
https://github.com/zowe/imperative/pull/996
https://www.zowe.org/security.html
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Version 2.10.0 (July 2023)

Welcome to the Zowe Version 2.10.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this
release.

Download v2.10.0 build: Want to try new features as soon as possible? You can download the v2.10.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.10.0 contains the enhancements that are described in the following topics.

Zowe installation and packaging

e Added a new zwe diagnose command to get help on zowe error messages. (#3455)
Zowe Application Framework

Zowe API Mediation Layer
e The API Catalog now allows pre-defined style customizations. (#2965)
Zlux App Server

e Migrated app-server configuration options into a defaults.yaml file which adheres to the schema of the Zowe config. This

allows users to see the default behaviors more clearly and can serve as an example by which users can customize their Zowe
config to override such defaults. (#247)

Zlux Server Framework

e Avoid going directly to the Desktop when the gateway is active, by redirecting to the gateway equivalent homepage when the
homepage is accessed. The redirect behavior can be prevented if desired by using the query parameter ?zwed-no-redirect=1
in your URL. (#449)

Zowe Common C

e The configmgr can now use the zos module in YAML config templates. The zos module is only added when run on zOS. For a

list of available functions, see this link. (#384)

Zowe CLI

Zowe CLI Imperative Framework

e Performed back-end preparation for the upcoming zOwE_V3_ERR_FORMAT environment variable to enable the ability to display

errors in a more reader-friendly format. (Zowe CLI #935)


https://www.zowe.org/download.html
https://github.com/zowe/zowe-install-packaging/pull/3455
https://github.com/zowe/api-layer/pull/2965
https://github.com/zowe/zlux-app-server/pull/247
https://github.com/zowe/zlux-server-framework/pull/449
https://github.com/zowe/zowe-install-packaging/blob/v2.x/staging/build/zwe/types/%40qjstypes/zos.d.ts
https://github.com/zowe/zowe-common-c/pull/384
https://github.com/zowe/zowe-cli/issues/935

Bug fixes

Zowe Version 2.10.0 contains the bug fixes that are described in the following topics.

Zowe Application Framework

Zlux App Server

e Fixed the URLs that app-server would print in the logs describing where it was accessible from. Messages were incorrectly

providing URLs indicating the app-server’'s location from the discovery server instead of the gateway server. (#247)

Zlux App Manager

e Fixed a timing issue with the iframe-adapter for Firefox. (#532)

YA

e Datasets with VOLSER set to an MVS symbol would cause dataset read, write, and metadata API calls to fail for those datasets. It
is fixed now.(#603)

e Previously, the zss/datasetMetadata API could encounter an ©C9-09 error when accessing a dataset with 0 block size. This is

fixed. Now it does not have an error while accessing such datasets. (#606)

Zowe Common C

e configmgr parsing of YAML to JSON has been updated to 1024 characters to allow for up to max unix path strings. Earlier it was

limited to 256 characters for strings. (#383)

Zowe API Mediation Layer

e The client is provided with information about an expired password. (c4dc217, closes #2969)

Zowe CLI

Zowe CLI (Core)

e Fixed the zowe files create data-set command failing when no additional options are specified. (#1736)

e Added check for invalid block size when creating a sequential data set. (#1439)
e Added the ability to list all data set members when some members have invalid names. (#1730)

e Removed extra calls to list data sets matching patterns if authentication to z/OSMF fails. (#1731, Zowe Explorer #2262)

Zowe CLI Imperative Framework

® Enabled NextVerFeatures.useV3ErrFormat() to form the right environment variable name even if Imperative.init() has

not been called. (Zowe CLI #935)

e Handle logic for if a null command handler is provided. (#990)

Vulnerabilities fixed


https://github.com/zowe/zlux-app-server/pull/247
https://github.com/zowe/zlux-app-manager/pull/532
https://github.com/zowe/zss/pull/603
https://github.com/zowe/zss/pull/606
https://github.com/zowe/zowe-common-c/pull/383
https://github.com/zowe/api-layer/commit/c4dc217
https://github.com/zowe/api-layer/issues/2969
https://github.com/zowe/zowe-cli/pull/1736
https://github.com/zowe/zowe-cli/issues/1439
https://github.com/zowe/zowe-cli/pull/1730
https://github.com/zowe/zowe-cli/pull/1731
https://github.com/zowe/vscode-extension-for-zowe/issues/2262
https://github.com/zowe/zowe-cli/issues/935
https://github.com/zowe/imperative/pull/990

Zowe discloses fixed vulnerabilities in a timely manner giving you sufficient time to plan your upgrades. Zowe does not disclose the
vulnerabilities fixed in the latest release as we respect the need for at least 45 days to decide when and how you upgrade Zowe.
When a new release is published, Zowe publishes the vulnerabilities fixed in the previous release. For more information about the

Zowe security policy, see the Security page on the Zowe website.
The following security issues were fixed by the Zowe security group in version 2.9.

e BDSA-2023-1491

e (CVE-2023-33546

e (CVE-2022-1471 (BDSA-2022-3447)
e BDSA-2023-0953

e (CVE-2023-20883 (BDSA-2023-1225)
e (CVE-2023-20873


https://www.zowe.org/security.html
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Version 2.9.0 (June 2023)

Welcome to the Zowe Version 2.9.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this
release.

Download v2.9.0 build: Want to try new features as soon as possible? You can download the v2.9.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.9.0 contains the enhancements that are described in the following topics.

Zowe installation and packaging

e Users who have not set the value of zowe.useConfigmgr will now have the behavior set to true. If you still wish to use false, set

zowe.useConfigmgr=Ffalse explicitly. (#3423)

Zowe Application Framework
Zlux Server Framework

® zowe.certificates.pem is no longer needed when using keyrings. (#448)

Zowe Common C

e configmgr's z/OS module now has a resolveSymbol function which takes a string starting with & which can be used to

resolve static and dynamic z/OS symbols. (#378)

Zowe API Mediation Layer

e Personal access tokens are now accepted as Bearer authentication and in the apimlAuthenticationToken cookie. (7c393a6,
closes #2908)
e A OAuth2 access token is now accepted as an authentication source. (3809622, closes #2835)

e The maximum idle timeout for websocket connections (between the gateway and the registered service) is now configurable.
(020da87, closes #2914)

Imperative CLI Framework

® Added the function 10.giveAccessOnlyToOwner to restrict access to only the currently running user ID for security. (#987)

® Enabled command arguments to change {$Prefix}_EDITOR.Updated 1DiffOptions to include names for the files that are to
be compared. Updated 10.getDefaultTextEditor() for different OS versions. Updated return value types for

CliUtils.readPrompt. This prepares development of future commands in Zowe CLI. (#967)

e Altered TextUtils behavior slightly to enable daemon color support without TTY. (#977)


https://www.zowe.org/download.html
https://github.com/zowe/zowe-install-packaging/pull/3423
https://github.com/zowe/zlux-server-framework/pull/448
https://github.com/zowe/zowe-common-c/pull/378
https://github.com/zowe/api-layer/commit/7c393a6
https://github.com/zowe/api-layer/issues/2908
https://github.com/zowe/api-layer/commit/3809622
https://github.com/zowe/api-layer/issues/2835
https://github.com/zowe/api-layer/commit/020da87
https://github.com/zowe/api-layer/issues/2914
https://github.com/zowe/imperative/pull/987
https://github.com/zowe/imperative/pull/967
https://github.com/zowe/imperative/pull/977

Zowe CLI

e Updated daemon to use tokio library instead of the unmaintained named_pipe library for technical currency. (#1710)

® Added the zowe files copy dsclp command to copy a data set from one LPAR to another, making data transfer between
LPARs easier. (#1098)

e Re-enabled color in the daemon client to differentiate text displayed in the terminal. (#1379)

Zowe Explorer

e Added option to save unique data set attributes as a template after allocation for future use. (#1425)
e Added "Cancel Job" feature for job nodes in Jobs panel view. (#2251)
e Enhanced ID generation for parent tree nodes to ensure uniqueness. (#2325)

e Added support for custom credential manager extensions. (#2212)

Bug fixes

Zowe Version 2.9.0 contains the bug fixes that are described in the following topics.

Zowe Application Framework

ZLux App Server

e Recognizers from multiple plug-ins could not be merged due to an error in the merge code execution at startup. (#256)

Zowe API Mediation Layer

e (Client certificates in a request are ignored when x509 authentication is not enabled. (406588, closes #2930)

e The correct list of public keys are returned when z/OSMF is not available. (030a34f, closes #2936)

Imperative CLI Framework

Added logic to display a warning in cases where a null command handler is provided. (#990)

e Fixed a logic error in the config list command that caused unwanted behavior when a positional argument and the --
locations option were both passed in the command. (#989)

e Reduced file loading time by searching for command definitions with the fast-glob NPM module instead of the glob module.

(#986)

® Removed validation of the deprecated pluginHealthCheck property because it was an unused feature. (#980)

Zowe CLI

e Enabled ANSI in Windows-based terminals to better display progress bars when using daemon mode. (#1701)

e Changed daemon to spawn as its own process to avoid unintentional termination of the daemon mode. (#1241, #1277, #1309)

e Fixed --secondary data set allocation option being specified as 1 unit on BLANK type data sets with the zowe files create

data-set command. (#1595)

e Fixed --range option so it is not ignored on the zowe files view uss-file command. (#1717)


https://github.com/zowe/zowe-cli/pull/1710
https://github.com/zowe/zowe-cli/issues/1098
https://github.com/zowe/zowe-cli/issues/1379
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https://github.com/zowe/vscode-extension-for-zowe/issues/2251
https://github.com/zowe/vscode-extension-for-zowe/pull/2325
https://github.com/zowe/vscode-extension-for-zowe/issues/2212
https://github.com/zowe/zlux-app-server/pull/256
https://github.com/zowe/api-layer/commit/406f588
https://github.com/zowe/api-layer/issues/2930
https://github.com/zowe/api-layer/commit/030a34f
https://github.com/zowe/api-layer/issues/2936
https://github.com/zowe/imperative/pull/990
https://github.com/zowe/imperative/pull/989
https://github.com/zowe/imperative/pull/986
https://github.com/zowe/imperative/issues/980
https://github.com/zowe/zowe-cli/issues/1701
https://github.com/zowe/zowe-cli/issues/1241
https://github.com/zowe/zowe-cli/issues/1277
https://github.com/zowe/zowe-cli/issues/1309
https://github.com/zowe/zowe-cli/issues/1595
https://github.com/zowe/zowe-cli/pull/1717

® Fixed --binary option ignored by commands that upload and download USS directories when the .zosattributes file is
used. (#1717)
® Fixed --include-hidden option ignored by the zowe files upload dir-to-uss command when it was used without the --

recursive option. (#1717)

¢ Implemented several updates for technical currency. Updated Imperative to allow for special handling of chalk and coloring in
daemon client (#1721). Updated imperative to fix undesired behavior in the zowe config list command in certain situations
(#1721). Updated tar dependency (#1719).

IBM Db2 Database Plug-in for Zowe CLI

e Updated ibm_db dependency for better support with Node.js 18. (#125)

Zowe Explorer

e Fixed issue where the Disable Validation for Profile context menu option did not update to Enable Validation for Profile after
use. (#1897)

e Removed "/" characters in path.join() calls. (#2172)
e Fixed issue where user was not able to view job spool file with the same DD name in different steps because of duplicated local
file name. (#2279)

e Fixed issue where user was not able to view job spool file from jobs with duplicated step names because of duplicated local file
name. (#2315)

e Fixed issue with Windows path when uploading file to data set. (#2323)
e Fixed an issue with mismatch etag error returned not triggering the diff editor and possible loss of data due to the issue. (#2277)

e Fixed issue where refreshing views collapsed the tree views in their respective panels. (#2215)

Vulnerabilities fixed

Zowe discloses fixed vulnerabilities in a timely manner giving you sufficient time to plan your upgrades. Zowe does not disclose the
vulnerabilities fixed in the latest release as we respect the need for at least 45 days to decide when and how you upgrade Zowe.
When a new release is published, Zowe publishes the vulnerabilities fixed in the previous release. For more information about the
Zowe security policy, see the Security page on the Zowe website.
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Version: v2.12.x LTS

Version 2.8.0 (April 2023)

Welcome to the Zowe Version 2.8.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this

release.

Download v2.8.0 build: Want to try new features as soon as possible? You can download the v2.8.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.8.0 contains the enhancements that are described in the following topics.

Zowe installation and packaging

e Component installation can now print stdout of install scripts. (#3361)

Zowe Application Framework
Zss

e Added the APl /datasetCopy to copy data sets.

e /datasetMetadata now returns prime, secnd, and space fields for showing the primary and secondary extent sizes and the unit
type for them. (#582)

e 7SS data set creation APl now supports space values of BYTE, KB, and MB, instead of just CYL and TRK.
Zowe Common C

e fileCopy now copies with the target having the permissions of the source, as opposed to the previous 700 permissions.
Zlux App Manager

® Added new isSingleAppModeSimple() to iframe-adapter to differentiate between standalone mode and simple

standalone mode.

e Replaced existing snapshot preview with lighter Ul to significantly increase multi-app Desktop performance.

Zlux Server Framework

e Added support for zowe.verifyCertificates=NONSTRICT. (#468)

e Allow dataservices to pass CAs into the call() function. (#462)
Zlux Editor

® Renamed openFile t0 openBuffer in editor-control.serverice.ts.

Zowe API Mediation Layer


https://www.zowe.org/download.html
https://github.com/zowe/zowe-install-packaging/pull/3361
https://github.com/zowe/zss/pull/582
https://github.com/zowe/zlux-server-framework/pull/468
https://github.com/zowe/zlux-server-framework/pull/462

e A unique authentication cookie name has been added for multi-instance deployment (#2812) (6654271), closes #2812.

Zowe CLI
Zowe CLI (Core)

e Updated Imperative to add --prune option to zowe config secure command to delete unused properties. (Imperative #547)

® Added range option to zos-files view uss-file command.

Imperative CLI Framework

e Added --prune option to zowe config secure command to delete unused properties. (#547)

e Added credvgroverride property to IProfOpts interface that can be used to override credential manager in the
ProfileInfo API. (Zowe CLI #1632)

® Deprecated the requireKeytar property onthe Iprofopts interface. Use the credMgroverride property instead and pass the

callback that requires Keytar to profileCredentials.defaultCredMgriithKeytar .

e Added AbstractPluginLifeCycle to enable plug-ins to write their own postInstall and preUninstall functions, which will

be automatically called by the Zowe plug-in's install and uninstall commands.

e Added pluginLifeCycle property to IImperativeConfig to enable a plug-in to specify the path name to its own module

which implements the AbstractPluginLifeCycle class.

e Added a list of known credential manager overrides to Imperative. When a credential manager cannot be loaded, a list of valid

credential managers displays in an error message.

e Added a credentialManagerOverride class containing utility functions to replace the default CLI credential manager or restore
the default CLI credential manager. Plug-ins which implement a credential manager override can call these utilities from their

AbstractPluginLifeCycle functions.

e Added documentation Overriding_the_default_credential_manager describing the techniques for overriding the default CLI

credential manager with a plug-in.

z/0S FTP Plug-in for Zowe CLI

e Updated example of upload file-to-data-set command in the plug-in help.

Zowe Explorer

e Added a new Zowe Explorer setting, zowe.logger, with a default setting of INFO to allow users to select the level of logging

they want to see. Logging levels range from TRACE (most verbose) to FATAL (only fatal).

e Added an output channel, zowe Explorer, for logging within VS Code's Output view so users can view Zowe Explorer logs

within VS Code. The log level is set by the new Zowe Explorer setting, zowe.logger.

e Opening a dialog for Upload or Download of files will now open at the project level directory or the user's home directory if no
project is opened. (#2203)


https://github.com/zowe/api-layer/commit/6654271
https://github.com/zowe/api-layer/issues/2812
https://github.com/zowe/imperative/issues/547
https://github.com/zowe/imperative/issues/547
https://github.com/zowe/zowe-cli/issues/1632
https://github.com/zowe/imperative/blob/master/doc/Plugin%20Architecture/Overriding_the_default_credential_manager.md
https://github.com/zowe/vscode-extension-for-zowe/issues/2203

e Updated linter rules and addressed linter errors throughout the codebase. (#2184)

e Added the new setting zowe.files.logsFolder.path that can be used to override the Zowe Explorer logs folder if the default

location is read-only. (#2186)

Bug fixes

Zowe Version 2.8.0 contains the bug fixes that are described in the following topics.

Zowe installation and packaging

e Component environment variables will not be aliased to the configs shorthand when the component had a configure script,

but not a validate script, and zowe.useConfigmgr was enabled.

e When zowe.useConfigmgr=true, component installation will not run the installation script from the component root directory,
but instead from the place zwe was executed, causing relative path differences versus zowe.useConfigmgr=false.
Zowe Application Framework
ZSS

e Changed conflicting message IDs in the ZIS dynamic linkage base plug-in.

Zowe Common C

e fileCopy would not work when convert encoding was not requested. The destination file would be created, but without the
requested content.
® respondWithUnixFileMetadata would not return UID or GID of a file if the id-to-name mapping failed, which is possible when

an account is removed.

Zlux App Manager

e Fixed the iframe-adapter not properly recognizing standalone mode.

e Fixed Iframes from unintentionally loading their sources multiple times during refocus and multi-app situations.
Zlux Editor

e Fixed app2app openbDataset function.

® Renamed openFile t0 openBuffer in editor-control.serverice.ts.

Zowe API Mediation Layer

e Mitigate storing password in memory for V2 (#2858) (b1596eb), closes #2858.

e Mitigate storing password in memory for V1 (#2867) (3356b7c), closes #2867.

e Read response from http client to prevent exahusting connection pool (#2854) (137be23), closes #2854.
e Passticket generation and limit Eureka replication peers threads (#2845) (42b497e), closes #2845.

e Refactor SSL configuration (#2832) (33f4882), closes #2832.


https://github.com/zowe/vscode-extension-for-zowe/issues/2184
https://github.com/zowe/vscode-extension-for-zowe/issues/2186
https://github.com/zowe/api-layer/commit/b1596eb
https://github.com/zowe/api-layer/issues/2858
https://github.com/zowe/api-layer/commit/3356b7c
https://github.com/zowe/api-layer/issues/2867
https://github.com/zowe/api-layer/commit/137be23
https://github.com/zowe/api-layer/issues/2854
https://github.com/zowe/api-layer/commit/42b491e
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https://github.com/zowe/api-layer/issues/2832

Zowe CLI

Zowe CLI (Core)

e Fixed encoding option for zos-files view uss-file command. (#1495)

¢ Added notification that encoding, binary, and record options conflict on the zos-files view data-set and zos-files

view uss-file commands.
e Updated Imperative to fix the zowe auth 1i and zowe auth lo aliases. (Imperative #964)
¢ Fixed URI encoding on zos-jobs commands. (#1596)

e Updated Imperative to fix an error on Windows preventing plug-ins from installing if a local file or directory contains a space.
(Imperative #959)

e Updated daemon executable to resolve technical debt.
e Fixed URI encoding on zos-files commands. (#1073)

e Solved daemon issue where Windows usernames were treated as case-sensitive when checking the daemon process owner
during Zowe commands.

e Fixed the login and logout handlers, fixing the 1i and 1o aliases.
e Fixed broken plug-in install command for Windows when a file has a space in the name.
e Fixed plug-in install error not displayed correctly. (#954)

¢ Fixed environment file not applying to daemon client environment variables.

CICS Plug-in for Zowe CLI

e Updated xml2js dependency to resolve security vulnerability.

MQ Plug-in for Zowe CLI

e Fixed GitHub repository URL in package.json.

Zowe Explorer

e Fixed issue with silent failures when uploading members into a data set. (#2167)

e Added back fix that was accidentally removed between updates: Resolved an issue where VS Code did not provide all context

menu options for a profile node after a multi-select operation. (#2108)
e Fixed issue where Paste option is shown for a multi-select operation in the Data Sets pane.
e Fixed z/OSMF profiles issue with Data Sets and Jobs with special characters in the names. (#2175)
e Fixed redundant text in error messages that included the same error details twice.
e Fixed error message when no data sets found that match pattern.

e Fixed secure credential storage not possible to enable in Theia.

Vulnerabilities fixed

Zowe discloses fixed vulnerabilities in a timely manner giving you sufficient time to plan your upgrades. Zowe does not disclose the
vulnerabilities fixed in the latest release as we respect the need for at least 45 days to decide when and how you upgrade Zowe.
When a new release is published, Zowe publishes the vulnerabilities fixed in the previous release. For more information about the
Zowe security policy, see the Security page on the Zowe website.
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Version: v2.12.x LTS

Version 2.7.0 (March 2023)

Welcome to the Zowe Version 2.7.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this
release.

Download v2.7.0 build: Want to try new features as soon as possible? You can download the v2.7.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.7.0 contains the enhancements that are described in the following topics.

Zowe installation and packaging

The zowe authorized loadlib now contains a new ZIS plug-in as a member named ZWESISDL . This is the ZIS Dynamic Plug-in, and
exists for use by other plug-ins that wish to access zowe-common-c utilities at runtime without needing to statically link them in the
other plug-in. This plug-in must be referenced in the zwesipee parmlib member before use. The samplib for zwesipee now
references this ZWESISDL member and it is recommended that you update your ZWESIP@@ member using the samplib if you need to

use this plug-in.

Zowe Application Framework

ZSS

A new ZIS plug-in, ZISDYNAMIC, is available within the LOADLIB as ZWESISDL. This plug-in allows for ZIS plug-ins to access utility

functions of the zowe-common-c libraries without needing to statically build them into the plug-in itself.
New REST endpoint that maps distributed username to RACF user ID.

Zlux Editor

Added the feature to copy the line content and copy URL link to open a file at a specific line.

Zowe APl Mediation Layer
The API ML now supports additional keyring types (#2799) (952bf2b), closes #2799.
OIDC info is now available via webfinger (#2757) (71e88ba), closes #2757.

The API Catalog can now be configured to hide service information (#2743) (2fbbc65), closes #2743.

Zowe CLI

Zowe CLI (Core)


https://www.zowe.org/download.html
https://github.com/zowe/api-layer/commit/952bf2b
https://github.com/zowe/api-layer/issues/2799
https://github.com/zowe/api-layer/commit/71e88ba
https://github.com/zowe/api-layer/issues/2757
https://github.com/zowe/api-layer/commit/2fbbc65
https://github.com/zowe/api-layer/issues/2743

Added support for a CLI-specific environment variable file for users who are not able to set system environment variables. (#1484)

Added support for downloading job spool content in binary and record formats so you have more options in how to view results.
(#1607)

Zowe CLI Imperative Framework

Added the ~/.<cli_name>.env.json file to provide environment variables to the Imperative framework during Imperative

initialization. This allows sites without environment variable access to specify process specific environment variables. (#943)

Added profileInfo.removeknownProperty to delete profile properties to use as an alternative to the existing
ProfileInfo.updateknownProperty to update a property with an undefined value. To do so, allowed type IProfArgvalue to be of

type undefined to support removing properties more easily. (#917)

Zowe Explorer
Added Job search label to the Jobs tree to display the current search query. (#2062)

Added feature to copy datasets (partitioned datasets, sequential, members across partitioned datasets) with multi-select capabilities.
(#1150)

Bug fixes

Zowe Version 2.7.0 contains the bug fixes that are described in the following topics.

Zowe installation and packaging

When zwe components install detects that the given component is already installed, you will get a message to run zwe components

upgrade.

Launcher parameters such as shareAs could not be customized globally due to zowe.launcher schema being wrong with some

parameters nested inside another.

Launcher parameters within an individual component were not documented to exist despite the launcher allowing per-component

customization.
zwe detects and warns against nodejs lower than version 14 (due to end of life of v12).

Tracing and writing to log files would not work for component scripts when zowe.useConfigmgr=true.

Zowe Application Framework

Zlux App Server

Explicitly prefer ipva4 dns results to be compatible with node 18 since it switched to prefer ipve without configuration. This

behavior can be cusomized via components.app-server.dns.lookupOrder="ipv4' or ipve. It defaults to ipva.

A


https://github.com/zowe/zowe-cli/issues/1484
https://github.com/zowe/zowe-cli/pull/1607
https://github.com/zowe/imperative/pull/943
https://github.com/zowe/imperative/issues/917
https://github.com/zowe/vscode-extension-for-zowe/pull/2064
https://github.com/zowe/vscode-extension-for-zowe/issues/1550

Fixed /unixfile/metadata not working when URL encoded spaces were present in file names.

Zlux Editor

Added a few rules for JCL syntax highlighter.

Set USS path to correct directory, when opening the directory or file in new browser tab respectively.
Getting 400 BAD REQUEST in the browser when opening the file or data set in a new browser tab.

When opening New File, editor keeps on using the earlier opened file and its model.

Zowe API Mediation Layer

Updated keyring config (#2828) (c1elcc9), closes #2828.

Ran gateway instances with own cache storage (#2807) (4d08707), closes #2807.

Fixed stack overflow during cleaning websocket client (#2815) (376f818), closes #2815.
Fixed support of different type of keyrings in proper format (just two slashes) (#2687) (dfb0168), closes #2687.
Addressed WebSocket connection failure (#2805) (232bade), closes #2805.

Enabled Periodical clean of the connection pool (#2797) (7058290), closes #2797.
Recognized profile settings (#2789) (adf5eab), closes #2789.

Eureka peer connections loop (#2775) (85a27¢ea), closes #2775.

Reduced the number of WARN logs (#2780) (df0243f), closes #2780.

Fixed bug in Wizard static onboarding method (#2773) (c8d7c66), closes #2773.

Improved handling of SSL errors (#2744) (bb9792b), closes #2744.

Zowe CLI
Zowe CLI (Core)

Enabled option to download output from a submitted job with the -d flag. The -e flag now enables changes to file extension as
originally intended. (#729)

Changed default value for modify-jobs option in the Zowe jobs command group to 2.e. This change results in calls to z/ZOSMF
becoming synchronous, and a successful response from the modify, cancel, and delete commands indicates the requested action

was completed successfully. (#1459)
Fix in employing --context-lines option for all diff/compare commands. Fixed broken --seqnum option implementation. (#1529)

Updated Imperative to include bug fixes in version 5.8.2.
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Zowe CLI Imperative Framework

Fixed --help-examples option failing on command groups. (Zowe CLI #1617)
Fixed npm not found on zowe plugins install when using daemon mode in Windows. (Zowe CLI #1615)
Fixed web help not showing top-level options like --version for the zowe command. (#927)

Removed --help-examples option from CLI help for commands as it only applies to groups. (#928)

Zowe Explorer
Fixed issue where job search queries were not working properly when favorited. (#2122)

Fixed issues where document changes may fail to upload if the environment has a slow filesystem or mainframe connection, or when

VS Code exits during an upload operation. (#1948)

Vulnerabilities fixed

Zowe discloses fixed vulnerabilities in a timely manner giving you sufficient time to plan your upgrades. Zowe does not disclose the
vulnerabilities fixed in the latest release as we respect the need for at least 45 days to decide when and how you upgrade Zowe.
When a new release is published, Zowe publishes the vulnerabilities fixed in the previous release. For more information about the

Zowe security policy, see the Security page on the Zowe website.
The following security issues were fixed by the Zowe security group in version 2.6.

e (CVE-2022-40159

e (CVE-2022-42252 (BDSA-2022-3105)
e (CVE-2022-31159

o (CVE-2022-24999 (BDSA-2022-3375)
e (CVE-2022-31690 (BDSA-2022-3109)
e (CVE-2022-31692 (BDSA-2022-3106)
e BDSA-2022-2580

e BDSA-2022-2582

e BDSA-2022-2583

e (CVE-2022-40151 (BDSA-2022-2580)
e (CVE-2022-40152 (BDSA-2022-2582)
e (CVE-2022-3517

e (CVE-2022-37603 (BDSA-2022-3812)
e (CVE-2022-37601 (BDSA-2022-3814)
e (CVE-2022-37599 (BDSA-2022-3811)
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https://www.zowe.org/security.html

Version: v2.12.x LTS

Version 2.6.1 (Febrary 2023)

Welcome to the Zowe Version 2.6.1 release!
This release contains a minor packaging fix, no user action is required.
See Zowe's Version 2.6.0 release notes for the latest features, enhancements, and bug fixes.

Download v2.6.1 build: Want to try new features as soon as possible? You can download the V2.6.1 build from Zowe.org.


https://docs.zowe.org/stable/getting-started/release-notes/v2_6_0
https://www.zowe.org/download.html

Version: v2.12.x LTS

Version 2.6.0 (January 2023)

Welcome to the Zowe Version 2.6.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this

release.

Download v2.6.0 build: Want to try new features as soon as possible? You can download the v2.6.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.6.0 contains the enhancements that are described in the following topics.

Zowe API Mediation Layer
e Spring Cloud Gateway implementation - Support of remapping to Passticket (#2046)

e Spring Cloud Gateway implementation - Support of remapping to client certificate (#2044)

Zowe Explorer
e Added Job search prefix validator. (#1971)

e Added file association for zowe.config.json and zowe.config.user.json to automatically detect them as JSON with Comments.
(#1997)

e Added the ability to list all datasets, even those with Imperative Errors. (#235, #2036)
e Added favorite job query to jobs view. (#1947)
e Added confirmation message for "Submit Job" feature as an option in extension settings (set to "All jobs" by default). (#998)

e Updated error dialog when Zowe config is invalid, with option to "Show Config" within VS Code for diagnostics. (#1986)

Bug fixes

Zowe Version 2.6.0 contains the bug fixes that are described in the following topics.

Zowe installation and packaging

e When a component configure script failed during startup, no warning would be printed. Starting in 2.6, a warning will be printed
and there's also an option to prevent Zowe from continuing startup when this failure is seen, by setting

zowe.launchScript.onComponentConfigureFail to "exit".

e Tar archived components would not be installed when zowe.useConfigmgr=true was set.


https://www.zowe.org/download.html
https://github.com/zowe/api-layer/issues/2046
https://github.com/zowe/api-layer/issues/2044
https://github.com/zowe/vscode-extension-for-zowe/issues/1971
https://github.com/zowe/vscode-extension-for-zowe/issues/1997
https://github.com/zowe/vscode-extension-for-zowe/issues/235
https://github.com/zowe/vscode-extension-for-zowe/issues/2036
https://github.com/zowe/vscode-extension-for-zowe/issues/1947
https://github.com/zowe/vscode-extension-for-zowe/issues/998
https://github.com/zowe/vscode-extension-for-zowe/issues/1986

e Various bugfixes made for reading and writing of parmlib configuration files when using the PARMLIB() syntax with zwe
commands or the ZWESLSTC job.

e Revised help documentation syntax for substitution values to fix auto-documentation, by changing angle brackets to square
brackets.

Zowe Application Framework
zLUX Editor

e Getting 400 BAD REQUEST in browser when opening the file or dataset in a new browser tab.

Zowe API Mediation Layer
e Improve the information for failure of extension loading (#2721)

e Correctly process metadata for the Plain Java Enabler running on z/OS (#1927)

Zowe CLI
Zowe CLI (Core)
e Removed all line break encodings from strings for zos-files compare local-file-data-set (#1528)
Zowe CLI Imperative Framework
e Exported AppSettings for CLI and other applications to use. (#840)
e Exported the IAuthHandlerApi from imperative package. (#839)
e Fixed Profilelnfo API failing to load schema for v1 profile when schema exists but no profiles of that type exist. (#645)

e Updated return type of Profilelnfo.getDefaultProfile method to indicate that it returns null when no profile exists for the
specified type.

e Fixed a logic error where chained command handlers would cause plugin validation to fail. (#320)
e Fixed IO.writeFileAsync method throwing uncatchable errors. (#896)

z/0S FTP Plug-in for Zowe CLI

e Updated the 1ist jobs command to throw an error when an invalid prefix or owner is specified. (Zowe Explorer #1971)

Zowe Explorer
e Updated UI/UX method calls to use standalone Gui module for better usability and maintainability. (#1967)
e Fixed issue where responseTimeout (in Zowe config) was not provided for supported API calls. (#1907)

e Fixed lack of legibility when "Show Attributes” feature displayed unsuitable colors with light Visual Studio Code themes. (#2048)


https://github.com/zowe/api-layer/pull/2721
https://github.com/zowe/api-layer/issues/1927
https://github.com/zowe/zowe-cli/issues/1528
https://github.com/zowe/imperative/issues/840
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https://github.com/zowe/imperative/issues/645
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https://github.com/zowe/vscode-extension-for-zowe/issues/2048

Fixed settings not persisting in Theia versions >=1.29.0. (#2065)

Fixed issue with a success message being returned along with error for Job deletion. (#2075)
Removed extra files from the VSIX bundle to reduce download size by 64%. (#2042)
Surfaced any errors from a data set Recall/Migrate operation. (#2032)

Re-implemented regular dataset API call if the dataSetsMatching does not exist. (#2084)

Vulnerabilities fixed

Zowe discloses fixed vulnerabilities in a timely manner giving you sufficient time to plan your upgrades. Zowe does not disclose the
vulnerabilities fixed in the latest release as we respect the need for at least 45 days to decide when and how you upgrade Zowe.

When a new release is published, Zowe publishes the vulnerabilities fixed in the previous release. For more information about the

Zowe security policy, see the Security page on the Zowe website.

The following security issues were fixed by the Zowe security group in version 2.5:

BDSA-2018-5235

CVE-2018-10237 (BDSA-2018-1358)
CVE-2020-8908 (BDSA-2020-3736)
CVE-2022-42003 (BDSA-2022-2765)
CVE-2022-42004 (BDSA-2022-2768)
CVE-2022-38752 (BDSA-2022-2590)
BDSA-2022-2584

BDSA-2022-2585

BDSA-2022-2586


https://github.com/zowe/vscode-extension-for-zowe/pull/2065
https://github.com/zowe/vscode-extension-for-zowe/issues/2075
https://github.com/zowe/vscode-extension-for-zowe/pull/2042
https://github.com/zowe/vscode-extension-for-zowe/issues/2032
https://github.com/zowe/vscode-extension-for-zowe/issues/2084
https://www.zowe.org/security.html

Version: v2.12.x LTS

Version 2.5.0 (December 2022)

Welcome to the Zowe Version 2.5.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this
release.

Download v2.5.0 build: Want to try new features as soon as possible? You can download the v2.5.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.5.0 contains the enhancements that are described in the following topics.

Zowe installation and packaging

e zwe now has a zwe config get and zwe config validate command. The get command can be used to get a part of the
zowe yaml configuration without needing to read the yaml yourself. zwe config get only returns values upon proving the
configuration is valid first. zwe config validate can be used to perform validation of the zowe configuration files without
running any additional actions. This is useful for verifying that a change is valid before starting zowe, for example.

® A new component management command zwe components upgrade allows you to install an already-installed component.

® A new component management command zwe components uninstall allows you to remove an installed extension.

e A new component management command zwe components search allows you to query for extensions.

® zwe components subcommands can now search for, install, and upgrade extensions retrieved via an on-prem or remote
package registry. At this time, npm is supported as the registry and package manager technology that zwe can use to download
content. This is an optional feature and is not enabled by default: it must be configured. View the schema for zowe.yaml to learn
more about the "package registry" and "registry handler" technologies to configure for this feature. More information and a
recorded demo is available at https://github.com/zowe/zowe-install-packaging/pull/2980

Zowe Application Framework
ZSS

e Support ZIS runtime version check
e Update the dynamic linkage stub vector to include new functions

e Add ZIS plugin development documentation and samples

zLUX Editor

e Added the feature to copy the line content and copy URL link to open a file at a specific line
Zowe Common C

e Added embeddedjs command xplatform.appendFileUTF8 for appending to files rather than writing whole files.

Zowe API Mediation Layer


https://www.zowe.org/download.html
https://github.com/zowe/zowe-install-packaging/pull/2980

Zowe CLI

Zowe CLI (Core)

e Added new functions to support the changing of a job class and the hold status of a job. Can now call zowe jobs modify job

[jobid] with options --jobclass, --hold, and --release. (#1156)
e Updated Imperative to incorporate new zowe config report-env command from version 5.7.0.

e To view a subset of data set content instead of the entire file, added new command zowe files view ds ... --range SSS-

EEE | SSS,NNN. (#1539)

e To define the unit of space allocation when creating a data set, added ZosFilesCreateOptions.alcunit option to PDS
definition. (#1203)

Zowe CLI Imperative Framework

e Exported AppSettings for CLI and other applications to use (#840)
e To view a diagnostic report of the CLI working environment, added the zowe config report-env command.
e To show information for a plug-in's first steps, added the show-first-steps command. (#1325)

Zowe Explorer

e Added ability to filter jobs by status. (#1925)
e Added option to view PDS member attributes, and updated formatting for attributes webview. (#1577)

e Streamlined attribute viewing options into one feature - "Show Attributes".

Bug fixes

Zowe Version 2.5.0 contains the bug fixes that are described in the following topics.

Zowe installation and packaging

e Use of DVIPA may cause Zowe to believe a port is not free when it is. Starting in this release, Zowe can narrow its port validation
to a specific IP via zowe.network.vipaIp=some.ip or bypass the verification via zowe.network.validatePortFree=false.
Setting this to false will still cause the servers to be unable to connect if the port is not free, but this can be a more accurate and

portable setting.
e component configure stages will now have their STDOUT printed when running at the INFO level of zwe verbosity.

® zwe was not guaranteeing that the workspace folder had 770 permission when zowe.useConfigmgr=true was set

Zowe Application Framework
zss

e |n23and 24, safkeyring:// syntax stopped working, only allowing safkeyring:////. Now, support for both is restored.

zLUX Editor

e Added a few rules for JCL syntax highlighter


https://github.com/zowe/zowe-cli/issues/1156
https://github.com/zowe/zowe-cli/issues/1539
https://github.com/zowe/zowe-cli/issues/1203
https://github.com/zowe/imperative/issues/840
https://github.com/zowe/zowe-cli/issues/1325
https://github.com/zowe/vscode-extension-for-zowe/issues/1925
https://github.com/zowe/vscode-extension-for-zowe/issues/1577

e Set USS path to correct directory, when opening the directory or file in new browser tab respectively
Zowe Common C

e Fixed a bug that the configmgr binary would always return rc=0. Now, it has various return codes for the various internal errors
or config invalid responses.

Zowe API Mediation Layer

Zowe CLI
Zowe CLI (Core)

® Documented in the CLI web help that the --token-type and --token-value options do not apply to SSH commands.
e Updated Imperative to include bug fixes in version 5.7.2.

e Updated the zowe zos-files create data-set command to work without the --1ike flag. (#1252)

Zowe CLI Imperative Framework

e Added validation for null/undefined command definitions. (#868)
e Updated plugins --1login command option to behave as expected when running in an NPM 9 environment.

e Cleaned up uses of execSync in Imperative where it makes sense to do so.

Zowe Explorer

Fixed missing localization for certain VS Code error/info/warning messages. (#1722)
e Fixed "Allocate Like" error that prevented proper execution. (#1973)

e Fixed de-sync issue between Data Set and Favorites panels when adding or deleting datasets/members that were favorited.
(#1488)

e Added logging in places where errors were being caught and ignored.

e Fixed issue where parent in Jobs list closes after single/multiple job deletion. (#1676)

Vulnerabilities fixed

Zowe discloses fixed vulnerabilities in a timely manner giving you sufficient time to plan your upgrades. Zowe does not disclose the
vulnerabilities fixed in the latest release as we respect the need for at least 45 days to decide when and how you upgrade Zowe.
When a new release is published, Zowe publishes the vulnerabilities fixed in the previous release. For more information about the
Zowe security policy, see the Security page on the Zowe website.

The following security issues were fixed by the Zowe security group in version 2.4.

e (CVE-2022-31159
e BDSA-2022-2590
e BDSA-2022-2580
e BDSA-2022-2582


https://github.com/zowe/zowe-cli/issues/1252
https://github.com/zowe/imperative/issues/868
https://github.com/zowe/vscode-extension-for-zowe/issues/1722
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https://www.zowe.org/security.html

Version: v2.12.x LTS

Version 2.4.0 (October 2022)

Welcome to the Zowe Version 2.4.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this
release.

Download v2.4.0 build: Want to try new features as soon as possible? You can download the v2.4.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.4.0 contains the enhancements that are described in the following topics.

Zowe installation and packaging

e Updated ZWEWRF03 workflow to be up to date with the installed software.

Zowe Application Framework
Zss

e 7SS /datasetContents now has a PUT API for creating datasets.
e ZIS dynamic linkage support

Zowe API Mediation Layer

e Validate OIDC token (#2604) (cdd4a43)

e Introduced service routing based on header to enables the Cloud Gateway to route to a southbound service by information in
the request header. (#2600) (6fafb60)

¢ Introduced a new cloud gateway service that provides routing functionality for multi-sysplex environments. (#2576) (7c¢618c0)

Zowe CLI
Zowe CLI (Core)

e Added the zowe files download uss-dir command to download the contents of a USS directory. (#1038)
e Updated the zowe files upload file-to-uss and zowe files upload dir-to-uss commands to improve how they handle
file encoding. (#1479)
o Both commands now “chtag" files after uploading them to indicate their remote encoding. This matches the already existing
behavior of the zowe files download uss-file command which checks file tags before downloading.
o The behavior of .zosattributes files which can specify local and remote encoding has been changed. Files are now

converted to remote encoding, not just tagged. If no encoding is specified, the default transfer mode is text instead of
binary to be consistent with zZOSMF default behavior.

z/0S FTP Plug-in for Zowe CLI


https://www.zowe.org/download.html
https://github.com/zowe/api-layer/issues/2604
https://github.com/zowe/api-layer/commit/cdd4a43
https://github.com/zowe/api-layer/issues/2600
https://github.com/zowe/api-layer/commit/6fafb60
https://github.com/zowe/api-layer/issues/2576
https://github.com/zowe/api-layer/commit/7c618c0
https://github.com/zowe/zowe-cli/issues/1038
https://github.com/zowe/zowe-cli/issues/1479

e Added a new profile property to support encoding for data sets. (#120)
e Added the ability to filter jobs based on status (e.g., Active, Held, Output, Input). (#119)

Zowe Explorer

e Added check for existing team configuration file in location during create, prompting user to continue with the create action.
(#1923)

e Added a solution to allow Zowe Explorer extensions with a dependency on Zowe Explorer to work as web extension without

Zowe Explorer functionality in vscode.dev. (#1953)

Zowe Explorer FTP Extension

e Added support for profile file encoding used for upload and download of MVS files. (#1942)

Bug fixes

Zowe Version 2.4.0 contains the bug fixes that are described in the following topics.

Zowe Application Framework

Zowe App Server

e Plugin register/deregister would not consider app2app actions and recgonizers. Now, they are added on registration and

removed on deregistration.

Zowe API Mediation Layer

e Do not require clientAuth extension (#2595) (e9e8092)

e snakeyml update, scheme validation fix (#2577) (ae48669)
Add build info to the manifest.yaml (#2573) (93298dd)

e Fix bug in the swagger (#2571) (36997¢6)

Zowe CLI

Zowe CLI (Core)

e Updated example for the zowe profiles create zosmf-profile command. (#1152)

e Restored info message on daemon startup. (#1506)

e Updated ssh2 dependency to fix "Received unexpected packet type" error on SSH commands. (#1516)

e Updated the minimatch and keytar dependencies for technical currency.

Zowe CLI Imperative Framework

e Updated the Config.search API to skip loading project config layers when project directory is false. (#883)

e Updated glob, js-yaml, diff2html, and npm-package-arg dependencies for technical currency.


https://github.com/zowe/zowe-cli-ftp-plugin/pull/120
https://github.com/zowe/zowe-cli-ftp-plugin/pull/119
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Zowe Explorer

e Fixed failed job status update for refresh job and spool file pull from mainframe. (#1936)
e Fixed project profiles loaded when no workspace folder is open. (#1802)

e Fixed serial saving of data sets and files to avoid conflict error. (#1868)

Vulnerabilities fixed

Zowe discloses fixed vulnerabilities in a timely manner giving you sufficient time to plan your upgrades. Zowe does not disclose the
vulnerabilities fixed in the latest release as we respect the need for at least 45 days to decide when and how you upgrade Zowe.
When a new release is published, Zowe publishes the vulnerabilities fixed in the previous release. For more information about the
Zowe security policy, see the Security page on the Zowe website.

The following security issues were fixed by the Zowe security group in version 2.3.

e (CVE-2022-34305 (BDSA-2022-1742)
e BDSA-2022-1887

e BDSA-2022-1891

e CVE-2016-1000027


https://github.com/zowe/vscode-extension-for-zowe/pull/1936
https://github.com/zowe/vscode-extension-for-zowe/issues/1802
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Version: v2.12.x LTS

Version 2.3.1 (September 2022)

Welcome to the Zowe Version 2.3.1 release!
This release contains a minor packaging fix, no user action is required.
See Zowe's Version 2.3.0 release notes for the latest features, enhancements, and bug fixes.

Download v2.3.1 build: Want to try new features as soon as possible? You can download the V2.3.1 build from Zowe.org.


https://docs.zowe.org/stable/getting-started/release-notes/v2_3_0
https://www.zowe.org/download.html

Version: v2.12.x LTS

Version 2.3.0 (September 2022)

Welcome to the Zowe Version 2.3.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this
release.

Download v2.3.0 build: Want to try new features as soon as possible? You can download the V2.3.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.3.0 contains the enhancements that are described in the following topics.

Zowe installation and packaging

e Added a new dataset SZWELOAD. It contains versions of configmgr named ZWECFG31, ZWECFG64, and ZWERXCFG which can be
used to invoke configmgr from within a rexx program. The expected use case is to simplify how complex JCL gets configuration
information about Zowe.

e Zowe can now start in a mode called configmgr mode. You can enable this in certain zwe commands by adding --configmgr.
Not all commands support this yet. For now, you can use it in zwe start, zwe stop, and zwe components. This mode is
generally significantly faster to start up Zowe, but also enforces validation of the zowe.yaml configuration against the

zowe.yaml schema files (found in /schemas).

® Zowe can now start using multiple zowe.yaml files when using the configmgr mode. This works for the STC startup as well as
the zwe start, zwe stop, and zwe components commands. Each file must follow the same zowe.yaml schema as before, but
in the list of files, properties found in a file to the right will be overridden by the file to the left. Through this, you can separate
portions of Zowe configuration any way you want. To use multiple files, change your existing --config / CONFIG input to instead
be a list of FILE() entries which are colon : separated. For example, zwe start --config
FILE(/my/customizations.yaml):FILE(/zowe/defaults.yaml)

e Zowe server YAML files can now have templates within them when using configmgr mode. When the value of any attribute
contains ${{ }}.the content within the brackets will be replaced with whatever the template evaluates to. The entries are
processed as ECMAScript2020-compatible JavaScript assignments. You can, for example, set one property to the value of

another, such as having parmlib: ${{ zowe.setup.dataset.prefix }}.MYPARM rather than needing to type the prefix

explicitly. You can also use this to set conditionals. For examples, check the ZSS default yaml file.

Zowe Application Framework
Zowe App Server

e app-server can now be configured by using configmgr. This increases startup time and validation of components and their
plugins to increase automatic detection of plugin compatibility issues. This mode can be enabled or disabled with Zowe

configuration property zowe.useConfigmgr=true/false.

Zowe Common C


https://www.zowe.org/download.html
https://github.com/zowe/zss/blob/013d11d700003483fde38e1df0a373bb5bd4ef8c/defaults.yaml

e Added a new build target configmgr-rexx, which builds a version of configmgr that can be used within rexx scripts.

ZSS

e 7SS now utilizes the configuration parameters present in the zowe configuration file via the configmgr, simplifying the startup of
ZSS and increasing the validation of its parameters. The file zss/defaults.yaml shows the default configuration parameters of

zss, in combination with the schema of the parameters within zss/schemas, though some parameters are derived from zowe-

wide parameters or from other components when they involve those other components.

e |Improved startup time due to using the configmgr to process plugin registration, and only when the app-server is not enabled,

as the app-server does the same thing.

Zowe API Mediation Layer

e Introduction of a new cloud gateway service to provide routing functionality for multi-sysplex environments. (#2576) (7c618c0),
closes #2576

e Introduced a new Personal Access Token (PAT) API to evict non-relevant tokens and rules (#2554) (f3aeafa), closes #2554

e Added a Redis sentinel enabled field that allows Sentinel configuration to be added to a file and kept available even when
Sentinel is not in use. (#2546) (3779072), closes #2546

e Added customized code snippets to APl Catalog. Customized snippets can now be defined as part of the service metadata to be
displayed in the API Catalog Ul (#2526) (602392¢), closes #2526

e Code snippet configuration now enables direct integration of an endpoint into an application without requiring code to
integrate the other application's REST APIs. (#2509) (4d2298e), closes #2509

e A Personal Access Token (PAT) for SSO is now accepted. The PAT can now be validated and invalidated using a REST API on the
Gateway (#2499) (ad17c18), closes #2499

Zowe CLI

Zowe CLI (Core)

e Added the browser-view option to the zowe zos-files compare data-set command to compare two data sets, and display
the differences in the browser. (#1443)

e Added the command zowe zos-files compare local-file-data-set to compare a local file and a data set, and display the
differences in the browser and terminal. (#1444)

e Added the command zowe zos-files compare uss-files to compare two uss files, and display the differences in the browser
and terminal. (#1445)

e Added the command zowe zos-files compare local-file-uss-file to compare a local file and a uss file, and display the
differences in the browser and terminal. (#1446)

e Added the command zowe zos-files compare spool-dd to compare two spool dds, and display the differences in the
browser and terminal. (#1447)

e Added the command zowe zos-files compare local-file-spool-dd to compare a local file and a spool dd, and display the
differences in the browser and terminal. (#1448)

e Added the zOWE_CLI_PLUGINS_DIR environment variable to override the location where plug-ins are installed. (#1483)

e Added the zowe zos-files compare data-set command to compare two data sets, and display the differences in the

terminal. (#1442)


https://github.com/zowe/api-layer/commit/7c618c0
https://github.com/zowe/api-layer/issues/2576
https://github.com/zowe/api-layer/commit/f3aeafa
https://github.com/zowe/api-layer/issues/2554
https://github.com/zowe/api-layer/commit/3779072
https://github.com/zowe/api-layer/issues/2546
https://github.com/zowe/api-layer/commit/602392e
https://github.com/zowe/api-layer/issues/2526
https://github.com/zowe/api-layer/commit/4d2298e
https://github.com/zowe/api-layer/issues/2509
https://github.com/zowe/api-layer/commit/ad17c18
https://github.com/zowe/api-layer/issues/2499
https://github.com/zowe/zowe-cli/issues/1443
https://github.com/zowe/zowe-cli/issues/1444
https://github.com/zowe/zowe-cli/issues/1445
https://github.com/zowe/zowe-cli/issues/1446
https://github.com/zowe/zowe-cli/issues/1447
https://github.com/zowe/zowe-cli/issues/1448
https://github.com/zowe/zowe-cli/issues/1483
https://github.com/zowe/zowe-cli/issues/1442

Zowe CLI Imperative Framework

e Added ZOWE_CLI_PLUGINS DIR environment variable to override the location where plug-ins are installed. (Zowe CLI #1483)

e Added Diff utility features for getting differences between two files and open diffs in browser. Also added web diff generator for

creating web diff dir at the CLI home.

Zowe Explorer

e Added option to edit team configuration file via the + button for easy access. #1896

e Added multiple selection to manage context menu of Datasets, USS, and Jobs views. #1428
e Added Spool file attribute information to a hover over the Spool file's name. #1832

e Added support for CLI home directory environment variable in Team Config file watcher, and support watching Team Config files

named zowe.config.json and zowe.config.user.json at both locations. #1913

e Update to Job's View Spool file label to display PROCSTEP if available, if PROCSTEP isn't available the label will display the Spool
file's record count. #1889 #1832

Extensibility API for Zowe Explorer

e New APl ZoweVsCodeExtension.updateCredentials for credential prompting that updates the ProfilesCache after obtaining

credentials from user. #1852

e New APl profilesCache.updateProfilesArrays to update profilesCache.allProfiles for profiles that don't store
credentials locally in profile file. #1852

o New AP| profilesCache.isCredentialsSecured to check if credentials are stored securely. #1852

Bug fixes

Zowe Version 2.3.0 contains the bug fixes that are described in the following topics.

Zowe installation and packaging

e Schema pattern for semver range has been simplified as it was not compiling in configmgr

¢ When zwe components install could not find or set the PC bit of a ZSS plugin, it would print out an example command for fixing

the issue. Now, it shows the exact command you could execute to fix the PC bit problem.

Zowe Application Framework
Zowe App Server

e Schema regex pattern for semver range was not working in configmgr, and has been corrected.
Zowe Common C

e Fixed 1ht functions of collections.c to avoid memory issues on negative keys

e Fixed the help message on configmgr

ZSS
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Fixed an 0C4 error within the /unixfile APl in 31-bit mode. This was preventing files from being shown in the editor.

0C4 error messages from dataservices are now shown under the SEVERE log instead of the DEBUG log, so that issues can be

spotted more easily.

0C4 when lht hashmap functions were called with negative key

Zowe API Mediation Layer

snakeyml update, scheme validation fix (#2577) (ae48669), closes #2577

Add build info to the manifest.yaml (#2573) (93298dd), closes #2573

Fix bug in the swagger (#2571) (36997c6), closes #2571

AdditionalProperties must be outside of properties attribute (#2567) (fea515a), closes #2567

Enable hsts (#2565) (4cffe97), closes #2565

Fix code snippets bug (#2564) (23bed56), closes #2564

Enable redis storage mode in tests (#2522) (11bf491), closes #2522

Gradle publish after update (#2528) (1baa6f7), closes #2528

Remove multiple tokens from cookies (#2514) (d5bc187), closes #2514

Retrieve swagger api docs with or without certificate configuration enabled (#2500) (16ca734), closes #2500

Zowe CLI

Zowe CLI and related components contain the following bug fixes:

Updated Imperative to include bug fixes in version 5.5.1.
Renamed download data-set-matching t0 download data-sets-matching. The old name still exists as an alias.
Fixed output of download data-sets-matching being printed twice when some data sets fail to download.

Altered the zowe daemon disable command to kill only the daemon running for the current user.

Zowe CLI (Core)

Zowe CLI Imperative Framework

Prevented base profile secure-property lookup on the global layer when there is not default base profile. (#881)

Fixed exception when non-string passed to ImperativeExpect.toBeDefinedAndNonBlank() . (#856)

Removed periods in command example descriptions so descriptions look syntactically correct. (#795)

Improved performance of ProfileInfo API to load large team config files. (Zowe Explorer #1911)

Fixed dot-separated words incorrectly rendered as links in the web help. (#869)

Web-diff template directory included in files section of package.json file.

Changed the default log level of console class from "debug" to "warn" so it is consistent with Logger class behavior. In Zowe
v2.0 the Logger class was changed to have a default log level of "warn" but the console class was not changed. To modify a
log level, you can change it after initializing the console like this: console.level = "info"; (Zowe CLI#511)

Introduced examples for setting default profiles in zowe config set Examples section. (Zowe CLI #1428)

Fixed error when installing plug-ins that do not define profiles. (#859)

Removed some extraneous dependencies. (#477)
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Db2 Plug-in for Zowe CLI

Updated ibm_db dependency to be compatible with Node.js 18.

Zowe Explorer

Fixed extension being slow to load large team config files. #1911

Fix issue with cached profile information after updates to profiles. #1915

Fix for saving credentials to v1 profile's yaml file when un-secure and save is selected after credential prompting. #1886
Fix for outdated cached information after Update Credentials. #1858

Fix to support ZOWE_CLI_HOME environment variable. #1747

Fixed activation failure when error reading team configuration file. #1876

Fixed Profile 10 errors by refactoring use of Imperative's CliProfileManager. #1851

Fixed runtime error found in initForZowe call used by extenders. #1872

Added error notification for users when OS case sensitivitiy is not set up to avoid issues found with USS files in single directory

of same name but different case. #1484

Added file watcher for team configuration files to fix v2 profile update issues experienced during creation, updating, and

deletion of global or project level configuration files in VS Code. #1760

Updated dependencies for improved security. #1878

Optimized saving of files on DS/USS when utilizing autosave or experiencing slow upload speeds. #1800

Updates to use new Zowe Explorer APIs ZoweVsCodeExtension.updateCredentials for credential prompting and

ProfilesCache.updateProfilesArrays for profiles that don't store credentials locally in profile file. #1852

Zowe Explorer Extension for FTP

Fixed for profile properties like "rejectUnauthorized" being ignored.

Extensibility APl for Zowe Explorer

Fix for extenders that call registerCustomProfileType() and recieved error when team configuration file was in place. #1870

Deprecated ZoweVsCodeExtension.promptCredentials in favor of ZoweVsCodeExtension.updateCredentials. #1852

Vulnerabilities fixed

Zowe discloses fixed vulnerabilities in a timely manner giving you sufficient time to plan your upgrades. Zowe does not disclose the

vulnerabilities fixed in the latest release as we respect the need for at least 45 days to decide when and how you upgrade Zowe.

When a new release is published, Zowe publishes the vulnerabilities fixed in the previous release. For more information about the

Zowe security policy, see the Security page on the Zowe website.

The following security issues were fixed by the Zowe security group in version 2.2.

e BDSA-2019-3199
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Version: v2.12.x LTS

Version 2.2.0 (July 2022)

Welcome to the Zowe Version 2.2.0 release!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this

release.

Download v2.2.0 build: Want to try new features as soon as possible? You can download the V2.2.0 build from Zowe.org.

New features and enhancements

Zowe Version 2.2.0 contains the enhancements that are described in the following topics.

Zowe installation and packaging

e A new command configmgr is now presentin /bin/utils. It can load, validate, and report on the Zowe configuration file.

Zowe Application Framework

e Added a script dependencies.sh which assists in managing external dependencies needed for project compilation

® Added a new build target, configmgr . which builds a tool that can be called to either load, validate, and print the zowe
configuration, or load, validate, and run a JS script that is given the configuration.

® Added an automated build for configmgr which is consumed by the Zowe packaging

Zowe API Mediation Layer

Revoke a Personal Access Token by admin (#2476) (e4d42a9), closes #2476

e Caching Service can store invalidated token rules (#2460) (055aac9), closes #2460
e Exchange client certificate for SAF IDT (#2455) (303087c), closes #2455 #2384

e Fix SAF IDT scheme and service (#2224) (7772401), closes #2224

e Generate Personal Access Token (#2452) (0e39aa7), closes #2452

e Limit the scope of a Personal Access Token (#2456) (ccOaba4), closes #2456

e Revoke a Personal Access Token (#2422) (c7f79d5), closes #2422

e \Validate Serviceld with Endpoint (#2413) (9f3825f), closes #2413

Zowe CLI
Zowe CLI (Core)

® Added the zowe files download data-sets-matching command to download multiple data sets at once. (#1287)

Note: If you used this command previously in the extended files plug-in for Zowe v1, the --fail-fast option now defaults to

true which is different from the original behavior.
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® Added the zowe zos-files compare data-set command to compare two datasets and display the differences on the terminal.
(#1442)

Zowe Explorer

e Ppull from Mainframe option added for JES spool files. #1837
e Updated Licenses. #1841

Bug fixes

Zowe Version 2.2.0 contains the bug fixes that are described in the following topics.

Zowe API Mediation Layer

e Immediately expire a passticket command to generate a passticket for each call (#2496) (8adca78), closes #2496
e Optimize image builds (#2445) (e220cbd), closes #2445

e Extend Tomcat to be able to recover after TCP/IP stack is restarted, so that the service does not require restart. (#2421) (a851b8f),
closes #2421

Zowe CLI

Zowe CLI and related components contain the following bug fixes.

Zowe CLI (Core)

e Updated Imperative to address profileInfo related issues.
e Fixed the Zowe Daemon binary exiting with an error if the daemon server does not start within 3 seconds.

e Alter the zowe daemon disable command to only kill the daemon running for the current user.

Zowe CLI Imperative Framework

e Expose the isSecured functionality from the ProfilesCredentials. (#549)

e Allow the ConfigAutoStore to store plain-text properties that are defined as secure in the schema (for example, user, password).

(zowe/vscode-extension-for-zowe: #1804)

e Added ANSI escape codes trimming for the Web Help. (#704)

e Fixed AbstractRestClient not converting LF line endings to CRLF for every line when downloading large files on Windows.
(zowe/zowe-cli/#1458)

e Fixed zowe --version --rfj including a trailing newline in the version field. (#842)

e Fixed --response-format-json option not supported by some commands in daemon mode. (#843)

Removed some extraneous dependencies. (#477)

z/0S FTP Plug-in for Zowe CLI

e Pick up zos-node-accessor v1.0.11 to fix listing single USS file or symbol link and update PDS dataset allocation.

e Refine help of partitioned dataset allocation.
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Zowe Explorer

e Updated imports to use the imperative instance provided by the CLI package. #1842

e Fixed unwanted requests made by tree node when closing folder. #754

e Fix for credentials not being updated after the invalid credentials error is displayed. #1799
e Fixed hyperlink for Job submitted when profile is not already in JOBS view. #1751

e Fixed key bindings for Refresh Zowe Explorer to not override default VSC key binding. See README.md for new key bindings.
#1826

e Fixed Update Profile issue for missing nonsecure credentials. #1804

e Fixed errors when operation cancelled during credential prompt. #1827

e lLogin and Logout operations no longer require a restart of Zowe Explorer or VSC. #1750
e Fix for Login token always being stored in plain text. #1840

e Fixed Theia tests. #1665
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Version: v2.12.x LTS

Version 2.1.0 (June 2022)

Welcome to the Version 2.1.0 release of Zowe!

See New features and enhancements for a full list of changes to the functionality. See Bug fixes for a list of issues addressed in this
release.

Download v2.1.0 build: Want to try new features as soon as possible? You can download the V2.1.0 build from Zowe.org.

New features and enhancements

Zowe API Mediation Layer

e Added trivial schema files for lib components. Updated manifests to remove build metadata (#2379) (6eba58f), closes #2379
e Extended APl operation filter in the Swagger Ul (#2397) (cffd6cf), closes #2397

e Generate basic code snippets (#2387) (79c67d0), closes #2387

¢ New endpoint to retrieve default APl doc for service (#2327) (502ba3c), closes #2327

e Enhanced Discovery service health check (#2312) (2f167ff), closes #2312

e Support for TLS v1.3 (#2314) (€96135a), closes #2314 #2269

e Enhanced x509 authentication scheme to support client certificates (#2285) (a053b00), closes #2285

e Enhanced zowejwt authentication scheme to support client certificates (#2292) (c602080), closes #2292
e Enhanced z/OSMF authentication scheme to support client certificates (#2207) (5750072), closes #2207
e Added support to change password via z/OSMF (#2095) (51e8bd3), closes #2095

e Enabled Discovery Service and Gateway Service native library extensions (#1987) (fd03db5), closes #1987
e Added methods for ZaaS client to support password change (#1991) (7597bd7), closes #1991

e API ML sample extension (#1947) (a085cf3), closes #1947

Zowe Application Framework
USS Explorer contains the following enhancement.
e Added the feature to download a file.
MVS Explorer contains the following enhancement.
e Disabled the submit button and gave a warning message in Dialogs when dataset or dataset member name is invalid.
JES Explorer contains the following enhancements.

e Highlighted the selected Jobs and Job Files.
e Updated the Job tree when a job is deleted or cancelled.

e Added * support for job ID.
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